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Appendix 1
VULNERABILITY ASSESSMENT CERTIFICATION

Public Water System ID number: _ 7 X (13 7003 {
System Name: __ /0t o4 AdAisgm)

City where system is located: /%/ﬁ/féw [exas
State : EK as ’

this Certification un behalf of the System:

Title: F/)!f"é‘cfm‘" of g@é?’f{; LiJoriés
Address : IQQ B&’}X ‘?@/O

Printed Name of Person Autherized to Sign /77{ léE /?7 i [‘37 A‘/

City: Aol dt 50
State and ZIP Code: ﬁ)ﬁ q5 /[ Secof

Phone: ?7.2 ~4 50~ A8 Fax: §72-4-50 L83 7 Emaik: MMW‘;&&?{Q Ce. addison 45,45

1 certify to the Administrator of the U.S. Environmental Protection Agency that this
community water system has conducted a vuinerability assessment that complies with Section
1433(a)(1) of the Safe Drinking Water Act, as amended by the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002 (Public Law 107-188, Title IV-~ Drinking
Water Security and Safety).

1 further certify that this document and all attachments were prepared under my direction
or supervision. I am aware that there are significant penalties for submitting false information
(Safe Drinking Water Act (42 U.S.C. 300f e seq.)).

The vulnerability assessment this community water system conducted addresses the
following components of my system (Check YES if the CWS has the element in its system;
check N/A if the element is not applicable to the system.):

YES NA

gf’ g pipes and constructed conveyances

physical barriers
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water collection

pretreatment

treatment

storage

distribution facilities

electronic, computer or other automated systeins which are utilized by the
public water system

the use, storage, or handling of various chemicals

the operation and maintenance of such systern

U QRREDO
O0R COORRR

Other components in the CWS that were evaluated under this VA (list those applicable):

Signed:'%/ ; %% Date: é/ Zg’/ 9‘%

contact person that EPA can call if there are questions about this Certification and VA

submission:
Name: L/ 1idi /(j 1€reeé-
Address (if different than that of the Authorized Representative);

Phone: 972 -450-1579
Enffi? Address: \}f{a;es«ce{?) A LA 15077 %X Js

Alternate Conta ?ersoa
Name: Dﬁ vis
Address (;fd;ﬁ’eren,(m that of the Authorized Representative):

Phone: 9’73 "'éé?f - fé?-a
EmzilAddress‘;j davis & L4, addrsem Vé' s
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HARDENING TARGETS/ ASSESSING

YOUR VULNERABILITY
Teleconference — August 6, 2002

Presented by the
USEPA Region 6/ Texas Natural Resource Consexvation Commission/
Texas Section of the American Water Works Association
10a — 2p Central Time/ 9a —1p Mountain Time

1. UNDERSTANDING THE BIO TERRORISM ACT
Greg Grover, USEPA Region 6

2. RISK OF BIOLOGICAIJCHEMICAL CONTAMINANTS AN})
PHYSICAL RISKS - Anthony Bennett, TNRCC

3. U’I‘EI’I‘Y VULNERABILI’I‘Y ASSESSMENTS —
Wl]llaili Adams, CDM

a. Understanding the Sandia Model and How it Applies to
Medinm and Small Systems

b. Performance Based Risk Assessment for Medinm and Smail
Utilities _

1. The 8 Criteria of an Assessment

¢. What to Look for in Your Assessment — Actual Onsite
Assessment _

d. Round Table Discussion

4. BREAK - CENTRAL TIME ZONE LUNCH ~ 10 Minutes
{Approximately 11:55 am Central Time)

5. ])EVELOPIN G CREDIBILITY THROUGH
COMMUNICATIONS — Wendy Nero, CH2ZMHill
a. How to Communicate with Your Customers

6. BREAK - MOUNTAIN TIME ZONE LUNCH - 10 Minutes
(Appmximately 11:20 am Mountain Time)

7. EMERGENCY RESPONSE PLANS - William Adams, CbM
a. How to Prepare a Plan
b. How to Integrate Your Vulnerability Assessment
¢. Invelving First Responders in Your Planning

(more)






8. WHAT HAPPENS IF YOU HAVE AN EVENT?
a. The Emergency Response Process
i. Just Who is in Charge?
a. Simulated Onsite Emergency Response
ii. Implementing Your Emergency Response Plan
b. Reporting Protocols

9. RISK COMMUNICATIONS - Wendy Nero, CH2MHill
10. QUESTIONS AND ANSWERS -~ Panel Discussion

11. OTHER CONSIDERATIONS
12. RESOURCES

© 2002 by the Texas Section AWWA,

Caontact us at:

TAWWA

P.O. Bax 80150
Austin, Texas 78708
£12-238-9292
512-238-0496 FAX
mikhowe@aol.com

WWW.LawWwWa.org
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How to CALL or FAX the
Teleconference With Your Question.

WHY YOU SHOULD SEND YOUR QUESTION

Your participation in today’s teleconference is important because if you have a
guestion, then most likely one or more of the hundreds of your colleagues in the
water profession who are watching all over Texas, Oklahoma, Arkansas, Louisiana
and New Mexico who wants the answer to the same question. Our experts cannot
possibly think of every question, so we need your help.

WHAT TO DO

CALLING IN A QUESTION
You may call us toll free at 1-888-935-2010. vour call will

taken by a screener who will take down your question and other information and
then pass it on to the production team.

FAXING IN A QUESTION
FAXES can be sent toll free to 1-888-935-2012

Let your site manager know you want to FAX a question. They will show you where
the FAX at your site is located if one is available, -

IN EITHER CASE, Write your question down as concisely as possible make it
easier for our screener to copy down your question. QUESTIONS WILL BE
ADDRESSED LATER IN THE PROGRAM. WE WILL TRY TO COVER A
MANY AS POSSIBLE WITHIN TIME CONSTRAINTS.

YOU CAN WRITE YOUR QUESTION BELOW AND FAX THIS PAGE.

NAME LOCATION
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Amarican Witer Works
Assodation

salth Security and
Bioterrorism Preparedness and

Response Act of 2002

New Requirements on Public
Water Systems

& Conduct a vulnerabllity assessment

& Develop or revise an emergency
response plan

¢ Cerlify its completion fo EPA by a
date certain

# Send a copy to EPA by a date
certain

Vulnerability Assessments

& Whais required? - Utilities serving more than
3,300 persons

# What is naeded? On a one time basls:

#Certify to EPA that an assessment was
conducted

4 Submit a written copy to EPA
#Assessments are to include specified items.




Vulnerability Assessment
Deadlines

& Submit to EPA by:
#March 31, 2003 if serving 100,000 or mors
people.
#December 31, 2003 if serving 50,000 or
more, but less than 100,000 people
éJune 30, 2004 if serving more than 3,300,
but less than 50,000 people.

Emergency Response Plans

& Who must prepare: Systems » 3,300 people

& Certify o EPA that plan is complete.

& Maintain copy of plan for five years,

& Incorporate resulls of vulnerabllity assessmoants.
& include specified items.

# Coordinate with Local Emergency Planning
Committees,

New Requirements on EPA

s

¢ Baseline threat report
¢ Develop protocols to protect VAs

4 Provide guidance to water systems
< 3,300 for conducting VAs




New EPA Research and
Development

& Focus is on methods, means, and
equipment to prevent, detect, and respond
to:

# contamination
& supply disruption
& Mandatory, but no deadiine

# Resuits fo be shared with water communily
through the Water infarmation Sharing and
Analysis Genter (ISAC)

New EPA Authorities and
Penalties

4 if there is a threatened or potential
terrorist attack and the utility or the
state aren't responding, EPA can
step in

& Significantly increases penaities for
tampering with a water system

New Resources

& 3160 million authorized for this year,
but not vet allocated

& Money for utilifies to conduct VAs, do
plans, and address security needs

& 5 5 million of that for systems < 3,300
to conduct VAs

& 315 million extra for EPA research
activities







Risk of Biological and Chemical
Contaminants

Chemical Agents

» Pulmonary Intoxicants
« Blister Agenis

« Nerve Agents

» “Blood” Agents

Pulmonary Intoxicants

» Inhalation Hazard

» Common Chemicals
- Chlocine Gus
— Ammonia




Blister Agents

» Topical Eye, Skin, and Airway Damage
» Military Vesicants

~ Mustard

~ Lawisite
« Other

« Poison vy

~ Industrial Chemicals

— Chemotherapeutios

Nerve Agents

» Glandular Activity and Loss of Muscle
Control (SL.UD)
« Military Agents
- Tabun (GA)
- Sarin (GB)
- VX
» Other
— Crrhamafes
- Orgasophosphate Pegticides

Blood Agents

« Interferes with eell uptake of oxygen
* Common Chemicals
— Hydrogen Cyanide
- — Cysnogen Chlgride
- Other Cyanides
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List of very toxic Chemicals

* amanitin {mushrooms) - fensuifoibion

= suxitoxin (algee) = cathofuran

» sodiam flucrozeeiate « parathion

+ sasin (GB) « sirychaine

+ chlorophenal, m- « aldieard

+ dizaefox « patrahydrofiras

» dichloropropane, 1,2- « TERP

+ henzyl alesho) + aminopyriding, 4.

« sulfplane + cyanides

+ terbafos + hydrogen ¢yznide
' Biological Agents

+ Bacteria

* Viruses

» Protozoa
Most Likely Biological Agents

* NATO NBC Handbook Narrows the list to
31

» USAMRID Criteria Narrows the listto 6
based on
— Awvailability
— Esxte of Production
w Lethality
~ Subility (Deliverabiin)
— Infoctivity




Most Likely Biological Agents

« Anthrax

= Srmallpox

+ Plague

« Tularemia

+ Hotulism Toxin

» Viral Hemorrhagic Fevers

CDC Category A Bioterrorism
Agents
+ Smallpox
+ Anthrax
» Plague
* Botulism Toxin
= Tularemia
= Hemotrhagic Fevers

Biological vs Chemical and other
agents of Mass Destruction

+» Inexpensive / relatively easy to produce
+ 1570 study cost to produce 50% casualtics
in & 1sgflan area
- Comventional weanons - $2600
— Nuclear - $800
~ Chemical « 3600
w Arthrax $1




Components of Bio/Chemical
Terrorism
« Capability
* Intent
+ Vulnerability

What makes an effective Agent

» Eagy Method of Delivery

« Physical/chemical properties make the
delivery effective

» Lethality
Drinking Water

« Delivery

- Bouree

» gilution effects the fethality

+ frestirient removes o Inactivates the ngent
— Storage Tanks

» dihuion

» insffective dispersion

+ Inactivation of Azent {contact time;




Drinking Water

* Physical/Chemical Properties

- Military bio/chemical agents
« it delivery
= persistence in cancentration delivered by air
« thiese properties make the agent effective more than

the Inthality
— Physical treatruent and diginfection effect many
potential agents

Drinking Water

= Lethality
— Based un Dose
~ Water dilutes the doze
- Disinfection inactivation

Source Vulnerability

« Agent Risk
— Massive Difution
— Physical Treatment
— Chemical Treatment
+ Physical Distuption Risk
w




Treatment Vulnerability

= Agent Risk
- Large Dilution
~ Physical Removal
— Chemical Treatment
* Physical Digruption Risk
— High

Distribution Vulnerability

» Agent Risk

— Lack of dilution

— Lack of physicel remotat

- Insufficient contact tirme for inactivatinn
* Physical Disruption Risk

— limited except for large transmission lines end
large pump stations

Conclusion

« Biclogical Agents may be cheaply produnezi
{Anthrax)

= Certain Commercially available pesticides
have solubility and lethality to cause
concem




Conclusion

* Ineffeetive/missing barriers increase
vulnerability
— Weaker Disinfectants/oxidants
~ No/post physical teeatment
s Dilution reduces lethality




Vulnerability Assessment

A systemmatic analysis used to determine
the malevolent risks posed fo the
cperations of waler supply, freatment,
and distribution systems/ wastewater
syslems.

Vilnerability Assessment

1. Determination of water system ohjectives by
o Jdentifying the importost mikssions/fieections of the
system to be assessed,
s Idenfifying the undesireble consequances that
could effect the misslons/finctions,
*  Determining the nssets that need to be projested i
minimize the impacts of the undssiable
| everdsiconsequendes, R
o Determining the malevolent acts that conld
reasonsbly canse theas svenisioonssquencas,

Vulnembilii;y Assessmerit

2. Pricritization of adverse evenis/consequences
affecting the water system and the surrounding
sonmmunity including:

* Laoss of critient fanction snéfor major service
dizrapten,
«  Indentiona] stisck on public saftty via waler

{hility aoseks, sontansination of the waler
supply, and cheraica] releases or chamical theft

b



Vulnerability Assessment

3. Definition of how the malevolent acts might be
conducted, sucl as: ’

+ Phygical damage,

» Chemical, biological, and radislogical
conlammnation,

» Cyber atiecks on the Supervicory Contzo! and
Data Acquisiion {SCADA) or other process
conirol systems,

« Interdependency disrupiions {g.g., electrical,
franspottation, eie.}

Vulnerability Assessment

4. Assessment of the likelihood {gualitative
probability) of such malevelent acts from
defined threat sources (e.g. terrorist, insider,
determined vandal, casual vandal, etc.)

Vulnerability Assessment

5. Systematic site chamacterization of the water
system to include the collection of performuance
dats om:

« Important Beilities, processes, and ussets,
* Physical protrction systemr features of

deigsrence, datection, delay, sad response,
» Cyber profection system festares,

» Security policies and procedures and complisnce
with same




Vulnerability Assessment

6. The approach to the V/A is "performance-based,”
meaning that it evaluates the risk to the water
system based on the effectiveness of the security
system against the specific malevolent acts
determined in the initial step.

Vulnerability Assessment

7. The V/A determines the most critical assets
(targets) in a water system, details their
interrelationships within other assets in the
system, identifies the consequences of malevolent
acts that could be directed against them, and
evaluates the effectiveness of both cxisting and
proposed protection systems.

Vulnerability Assessment

8.The V/A identifies a system's vulnerabilities and
provides a prioritized plan for security wpgrades,
modifications of operational procedures, and/or
policy changes to mitigate identified risks to
critical assets. The V/A also provides a basis for
comparing the cost of protection against the risks
posed.




Vulnerabilify Assessment

The overall goal of the V/A is to develop
recommendations that lead fo & cost-
effective, balanced security protection
system with regards to the malevolent acts
identified

Goals of Security Measures

» Defect

— Alarms Systems
* Delay

—Locks, Gates, Fencing, & Signage
= Respond

—~ Law Enforcement

— Water System Staff

Vulnerability of
Water Supply

" Areas Include:
~ Raw Water Source
- Treatment Facilities
~ Connections to Water Distribution
System Pipes
~ Pump Stations and Valves
- Finished Water Tanks and Reservoirs




Hardening of Water Supply

» Perimeter Intrusion Detection
Fenoe Mounted Sysicms
Dior Swilches
Motion Delecians
Vibratios or Shook Sezvors
Videe Moticn Detetior

= Access Control Systems (ACS)
Conventional Lovk and Key
Fiscuemic ACS

= Cloged Clreudt (CCTV) Systems
Camerss

Real Time Monitoring

» 'Water Quality Monitoring
» Systern Performance
Indicators:
= Chiorine
= Pressure
» Tank Levels
» Flow Meters

Training

« Awareness Training
- AWWA
» Risk Assessment /
Vinlarsability Analysis
— EPAAWWARFE
+ Employee
~ (al Takers
~ Suspicious Activity Seasitivity
~ Emergeucy Response
~ Bamplng
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EPA Region 6 Water Security’
‘ July 2002

The Environmental Protection Agency (EPA), Region 6 office is located in Dallas, Texas
and includes the states of Arkansas, Louisiana, New Mexico, Oklahoma and Texas.
-The regional drinking water and wastewater programs work with the State agencies in
administering the federal drinking water and wastewater rules and regulations.

Security issues are a priority for EPA. In June 2002, the President signed PL 107-188,
the Public Health, Security, and Bioterrorism Preparedness and Response Act that
includes provisions to help safeguard the nation’s public drinking water and wastewater
systems against terrorist and other intentional acts. On a national level, the EPA has
been designated as the lead for water and wastewater infrastructure security so Region
6 has a vested interest in preparing for an incident of catastrophic proportions. Such
effects could potentially impact the water and wastewater infrastructure and/or water
quality within Region 6. The events of 8/11 have resulted in new legislation, funds and
responsibility for EPA and other federal agencies. EPA is working with numerous other
federal and state agencies in these endeavors as well.

The Region 6 office has formed a regional team to deal with drinking water and
wastewater issues. Drinking water and wastewater systems can contact the regional
contacts directly for information on security issues; however, in the event of an
emergency, remember to first contact 911, then the EPA Regional Emergency
Response Center and the appropriate State drinking water and wastewater emergency
response contact. Please refer to the following page for important Regional contact
information.

EPA encourages drinking water and wastewater systems to take action to protect their
assets from tampering. The handouts being provided are inexpensive steps that can be
taken to enhance security and protect our drinking water and wastewater systems.

Handouts

Security Awareness for Industrial and Municipal Facilities — overview on steps to take to
protect your facility, your products and your community

Pipe Hanger — top ten list for emergency preparedness and security for small groundwater suppliers
General Security Checklist — questions to consider for safe security practices at your facility
Emergency Contact List — to summarize various contacts needed in an emergency

Threat Identification Checklist — to be used if your utility receives a threatening phone call
Water/Wastewater System Incident Checklist— to be used to report an actual incident
Guidance for Water Utility, Response, Recovery & Remediation Actions for
Man-made and/or Technological Emergencies - guidance for responding to a catastrophic
emergency

Vulnerability Self-Assessment Guide — guidance intended for systems 3,300 or less and
does not include most of the B essential elements necessary for adequate vulnerabliifly assessment af
larger systems

! Prepared for EPA, Region 6 and TNRCC Satellite Downlink, produced by TX AWWA, August 6, 2002



In the event of an emergency, always first call 911.

EPA Emergency Response Center: National (800 ) 424-8802
Region 8 (866) 372-7745

Agency

Phone

Email

Arkansas Department of Health
Division of Engineering

501/661-2623

After Hours &
Emergencies:
501/661-2136

safewater@heaithvarkansas.com

Louisiana Department of Health and Hospiials
Safe Drinking Water Program

Karen S. Irion, P.E., Administrator

24-hour Hotline:

800/256-4609
225/765-60486

Kirion@dhh.statela.us

New Mexico Environment Depariment
Drinking Water Bureau

24-hour Hotline:

505/827-7536
505/827-1400

retta prophet@nmenv.state.nm.us

Oklahoma Departiment of Environmental Quality
Public Water Supply Section

24-hour Hotline:

800/522-0206

405/702-8100

mike harreli@deq.state.ok.us

Texas Commission on Environmental Quality
Public Drinking Water Section

24-hour Hotline:

800/832-8224

§12/239-4691

MLannen@tnree.state. by us

- continued on back page -




STATES (Wastewater)

Agency Area of Expertise Phone Email
Arkansas Department of 24-hour Hotline:
Emegency Management B00/322-4012
- Richard McDuffy Emergency Response 501/682-0716 medufi@adeq state.ar.us
- Richard Merrift Emergency Response 501/682-0713 merri deq stale ar.us
Louisiana Department of 24-hour Hofline:
Environmental Quality 225/342-1234
-« Jeff Meyers Emergency Response 225{765-2566 jeff_ m@deq.siate.la.us
- Chris Roberie Surveillance 225/765-2953 ¢ _roherie@deg.state laus
New Mexico Environmental 24-hour Hotline:
Division 506/827-9329
- Debbie Brinkerhoff Hazardous Waste 505/428-2528
Emergency Response

Oklahoma Depariment of
Environmental Quality

- Lynne Moss
- Larry Gales

Emergency Response
Emergency Response

24-hour Hotline:

800/522-02086
405/702/8142

Texas Natural Resource
Conservation Commission

Environmental Response
- Tom Weber
~  Bugk Hendersan

Hotline telephone
Emergency Response
Emergency Response

24-hour Hotline:

800/832-8224

512/238-2507
§12/239-6928
512/239-0890

larry.qales@deq.state ok us

tweber@itnree.stale.tx.us
2 1 .

EPA (Water Quality Protection Division) -

Name Area of Expertise Phone Email

Larry Wright Source Water Prolection 214/665-7180 wright jarry@@epa aov

Branch Chief

Jirm Brown Drinking Water 214/665-7185 brown jamesr@@epa.qoy

Section Chief

Greq Grover Drinking Water 214/665-2776 rover.greqg@epa.gov

Dawn Ison Drinking Water 214/665-2162 ison.dawni@epa.qoy

Andy Waite Drinking Water 214/665-7332 waite.andrew@epa.qov

Blake Atkins Drinking Water - Tribes 214/665-2297 atking blake@epa.gov

Mike Tiliman Wastewater 214/6656-7531 tliman.Michael @epa.qov

Debora Browning Cutreach/Public 214/665-8025 browning,debora@epa.gov
Involvement

Cindy Wolf Outreach/Public 214/665-7291 wolf.cynthiap@epa.gov
Involvement
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play a role in safeguarding our country from lerrorism.

may lake to protect your facilily, your products, and your communily.

(LS. Environmental Protection Agency, Region 6 - July 2002

Security Awareness
for Industrial and Municipal Facilities g

Because of the fragic events on 8-11-01, homeland security is one of the nafion's highest priorities, Each of us can

The purpose of this document is o suggest what steps you

EMERGENCY CONTACTS

Local Law Enforcement;

@ The individual is loftering on your premises or around
foxic materials with no legitimate reason for being there;

@ The indlvidual hesitates or hedges when asked for infor-

Local Emergency Planning
Commiiftee;

mation such as name, address, or photo identification;

State Police:

@ The individual provides personal idenfification that
appears fo have been altered, or commercial certification

EPA National (24-hour)
Response Center Hotline

alterations;

@ The individual asks specific guestions about toxicity of

for Incidents: 800/424-8802
EPA Region 8 (24-hour)

Emergency Response

Center: 868/372-7745

a chemical or operation of aquipment;

® You notice a person or persons loiterirng on or near the
chemical storage area;

REPORT SUSPICIOUS
ACTIVITIES TO LAW

ENFORCEMENT AUTHORITIES

if a breach of security or suspicious aclivity does ocaur,
timely cooperation with authorities is crucial. In addition
to cooperation with your local police department, itis
suggested that you expeditiously report any threats or
suspicious behavior to your local law enforcement office.
You should provide the following Information:

@ Description of individual and vehicle, including
license plat number;

@& Any break-ns;

@ Missing chemicals, equipment or blank documentation
forms {such as shipping papers).

@ The individual ask nervous, avoids eve contact and/or
is uneasy.

SECURITY SUGGESTIONS

® Develop and implement wiitten security procedures ta
address potential risks and potential vulnerabilities;

& Complete employee background checks;

® Assess overall physical security of the facility and identify
potential threats, vuinerabilities, risks and
countermeasurss;

& Develop written plan to coordinate with local law
enforcement authorities;

® Develop wiitten plan to coordinate with local fire
department and to alert them of the chemicals that are
on-site and their storage location;

@ Esiablish proper authorization for employees who work

SUSPICICUS CT!VIT‘ES in sensitive or restricted areas;

Be alert if you observe someone engaging in any of the
following activities, especially i the individual is a stranger
to the area:

& Theindividual, a non-regular customer, requesisto

® Check identification of emplcyees and visitors;
@ Review emergency shutdown procedures;

® Limit access to sensitive areas;

purchage large amounts of chemical, pesticide, product(s) @ Ensure protection of network from intemnet hacking;

efe., with cash;

{confinued...)



{.-coniiaued)

& Limit remeval of hazardous materkals or sensitive
© o documents to authorized personnel only;

# Obtain back-up power sourcels)

& Training for emplovess and confraciors concerning
secadly awarcness, operation of smergency equipment,
and provedures for emergency responsa;

® Perfommn perodic unscheduled, undercover secunty
inspections and assessments; make sdjustments as
necessary.

SITE SECURITY

Fadifily security needs may differ for gvery busingss, some
of the fundamental security control points may inciude:

# Eslabiish pedmeter proteclion which uses fences,
trenches, natural barders, wrnstiles, and security
Tightieg;

# Change locks, passwords, ete, following termination of
an employes;

® [mplement access control measures, such as signs,
secunity doors and window locks, alarm systems, and
card-based acoess controf systems;

#® Protect and backup oritical communications equipment
and ulfilffes;

& Remove sequity-sensitive information from facility
infemat s,

# Periodically analyze computer transaction kisleres to
{ook for iregidarities that might indicate security
breaches;

® Gack-up data and critical material 2t an allemate locatiors

# Al bazardous maternials andior deliveries coming Into
the faciliies should be accompanied by shipping papars
and driver photo iderdification;

® Emplovee securily personnel il necessary o ensure
slte secunty,

EMERGENCY PREPAREDNESS

# Routinely update emergenty telephone numbsers and
post in a prominent locatinn;

Develop writlen communications plan ¥ coordinate
with employees and local hospilals;

Test sirens or other alamn systems on a eegular basis;
Praclice emergency svacuation procedures;

Previde training to emergency coordinators;

o & 9 »

Easure that first-aid supplies are on-hand, inventoried,
and fully stocked for the number of emmployees at the
facifity,

ADDITIONAL RESOURCES

FOR SITE SECURITY

ERA's Drinking Water Weabsiter
www.apa.govisafewaterfsecurity

EPA's General Site Secunty information Websile,
www.epa.goviswercepp/p-smallhim

EPAT Sile Seqerily Fact Sheet on Chemicals:
www.apa. goviceppofpubsisacale. pdal

£PA's Local Emargency Planning Commillee and
Defibarate Relases Fact Sheet:
www.epa.goviceppo/facishestflepcot.pdf

EPA’s Ammonia Thefl Facl Sheet:
www.epa.goviceppo/pubsicsalert.pgf

EPA’s Fact Shee! on Chemiea! Releases Refated
to Bleclrical Power Citages:
www.spa.govicappo/pubsipower,pdf

American Chamisty Councif's (ACC's) Site
Sscurily Guidslines and Transportalion Secutily
Guidelines for the Chemical industry:
www.amaericanchemical.com

Homeland Securily Office Website:
www.whitehouse .govhomeland

€0 87
S "



www.whitehouse.gov!homeJand
http:www.americanchemical.com
www.epa.gov/ceppalpubs/pawer.pdf
www.epa.govlceppolpubslosalert.pdf
www.epa.gov/ceppo/pubslsecal
www.epa.gov/swercepp/p-small.htm
www.epa.govJsafewaterlsecurity

LLS. Environmental Protection Agency, Region 6

July 2002

Are all unoccupied buildings always locked and
alarms set?

Are “Autborized Persomnel Only” signs posted at the
entrance to all facilities?

Are imporiant telephone numbers posted on the
outside of each building and/or on the inside of
fences, and readily visible for emergency use by the
public?

Are the facility grounds randomly and frequently
patrolled?

Are daily seeurity sweeps conducted?

Are gll parts of the facility regularly and thoroughly
inspeeted, including those portions not readily
visible?

Are deliveries Inspected, packages X-rayed?

Is parking designated or otherwise controlled on the
facility?

15 access controlled to ¢hemical and pesticide
products and waste locked and/or fenced?

Are entrance gates adequately protected and sccess
eontrolied by security personnel?

15 protection provided (i.c., with eoncrete barriers) to
prevent a speeding veldele (including along faeility
driveway) from hitiing plant or other faeilities?

Are all outside stored chemicals protected from thoft
and vandalism?

Is there a backup or redundant exterior electrieal
conneetion to the utility grid?

Are fire/smoke alarms provided within all building
structures?

Avre all buildings (including walls, roofs, windows,
ete) construgied to commercial grade standards?

Ig there adequate setback from exterior thoroughfares
for key facility buildings, tanks, ete.?

Are digtribution and number of keys known and
confrotled?

Are all keys labeled as “DO NOT DUPLICATE"?

Are local police departments provided with aceess
keys?

Are keys always romoved from al! unattended
squipment?

e

Do entrance barriers and fenees present credible
detervent to unauthorized entry?

Arc entrance gate(s) kept locked?

Is all fenicing at least 107 high, with inward-facing
barbed wire on top, ineluding on entrance gate(s)?

Is all fencing, including gate{s), secure to ground to
prevent access under fenec?

Is fence at teast 4° higher than any structure or
landseaping located direetly sutside of fence which
may provide climbing access over fenee?

1s fence at least 6” away from any structure or
Tandscaping located direetly outside of fenee whieh
may provide climbing access over fenee?



ot

Is entire perimeter of facility property illuminated
with street-type lighting fixtures?

Is entire perimeter of facility illuminated so that all
shadows amd dark areas are eliminated?

Is lighting mounted at approximately a second story
level?

Are exterior light bulbs of commercial grade and
break resigtant?

1s lighting provided in parking lots and other arcas
with lisnited staffing?

Are lights provided over entrance doors?

Are all doors:

Built of commercial grade with meta! frame
construction?

Outside hinges hiddenfprotected from vandalism?

Fitted tightly and free from maii slot and excessive air
gaps, including at floor/threshold?

Provided with commercial grade, one-sided loek?

Provided with push {“panic™) bar release on inside of
door?

Visitor entrances provided with an audible
annunciator?

Doors and locks in good condition?

Electronically controlled so that each employee must
use swipe card or enter a pin number to enter the
plant? Is a computer record made of the date, time,
and employee who entered the plant?

Are all windows (including on doors} covered with
metal security mesh?

In case broken or opened, are ail windows wired to
loud andible alarm and o automatic telephone dialer

or central station alarm?

is entire perimeter of facility installed with infrared or
microwave motion $ensors in area between building
and fence?

Are motion sensors electrically connected to
automatic telephone dialer or central station alarm
company?

Is a closed-circuit television video (CCTV) system
provided to monitor property perimeter?

Is this system monitored by facility security
personnel?

Is this system always on or activated by connection to
motion sensors?

Is a CCTV system provided to monitor ail vital parts
of the plant, including the main entrance and control
room and recorded on a slow speed security VCR
{tapes not reused/recyeled for predetermined time)?

Are emergency telephone numbers {including
ambulance, police, FBI, spill response} current ané
prominently displayed at each telephone?

Are MSDS and chemical response information
present for all stored chemicals?

1s a chain of command and emergency call list
established, updated annually, and prominently
displayed {must include 24/7 telephone numbers for
system superintendent and chief municipal officer)?

Does o written security program plsn exist, are
employees frequently trained in the plan, and is the
plan reevatuated periodically?

Are all employees, including Customer Service staff,
tratned and checklists provided on how to handle a
threat or incident if called in?

Are practice drills conducted frequently?

Have detection, response, and nofification issues been
discussed with local public health officials and a



protorel established?

I facility is subject to the Emergency Planning and
Cornmunity Right-to-Know Act (EPCRA), do local

s

Can operational procedure times be varied so as not
to reveal work patterns?

Is a daily log used and initialed by the last person
who leaves the plant to verify that all appropriate
doors and windows are locked, appliances are off,
night lights are on, and that entrance doors are locked
and alarm set?

Is acoess conirolled to computer networks and control
systems, and passwords changed frequently?

Are visifors/delivery vehicles stopped at the gate,
signed-in, and authorization to enter verified before
admission to facility?

Are vehicles plate numbers recorded?

Are police departments (daytime and nighttime
coverages) familiar with facility layout and systems;
do they conduct routine patrols of facilities; and, arc
protocols established for reporting and responding to
threats and other emergencies (and updated
annually)?

Are staff instructed to immediately report to the
police and ¥BI any criminal threat, security breach,
suspicﬁaas hehavior, or attack on their facility?

Are copies of operational procedures, including
contacts and current telephone numbers, provided to
police departments and emergency management
personnel?

Was 7 facility security survey conducted?

Does cach employee display their sealed photo ID at
all times?

Are background security checks conducted on
employees at hiring and periodically thereafter?

Upon employee termination, are pass codes changed,

emergency management officials have the most recent
emergency plan and information on chemical storage
areag?

and keys and access cards returned?

is a visitor and contractor policy established for
employees to limit/question/serutinize stranger(s) to
the facility? Are procedures established in the cvent
that an unscheduled visitor or stranger arrives after
normal business hours requiring the person to use the
intercom for initial contact. Is access restricted
unless the person has the proper credentials ang
clearance.

Are all chemical and other supply deliverers requirad
to show proper identification and sign-in?

Do facility personnel observe delivery personnel
during delivery and until delivery vehicles leaves

property?

Are non-employees aecompé.nied and/or observable
at ail times?

A

Are there other buildings in the immediate area that
are vulnerable to unauthorized entry?

Are there storage tanks or possible sources of an
explosion in the immediate area?

Is the arca well lighted and adequately patroiled?

Are important facility telephone numbers given to
neighbors to report suspicious activity at the facility?

Is a formal or informal *Neighborhood Watch”
program ¢stablished around the facility?






CONTACT LIST! .
EMERGENCY PLAN INFORMATION

PUBLIC WATER SYSTEM INFORMATION

PWS Name: ' County;
PWS ID#
Address:

Phone: COffice Plant Fax

Key Personnel (i.e., Mayor, City Manager, President, Owner, efc.) - Mark with * if authorized fo spend
money.

1. Name Paosition

Phone: Office Home Mobile
Fax Pager. Radio

2. Name . Paosition
Phone: Office Home : Mobile
Fax Pager Radio

3. Name Position
Phone: Office . Home Mobile
Fax Pager Radio

Operations Personnel: {(Manager, Operalor, Superintendent, efc.} - Mark with * if authorized to spend
money. :

1. Name Position
Cert. Level
Phone; Office Home Maobile
Fax Pager Radio

2. Name Position
Cert. Level
Phone: Office Home Mobile
Fax Pager. Radio

3. Name Postion
Cert. Lavel .
Phone: Office Home Mobile
Fax Pager Radic

4, Back-upffill-in Operator when Primary Operator is not available:

1. Prepared by EPA, Region 8 and TNRCC Satellite Downlink, produced by TX AWWA, August B, 2052



Name

Cert. Lovel
Phone: Office Home Mobile
Fax Pager, Radio
OTHER RESOURCES
State Emergency Spill Line Phone
State Program Office Phone
Regional State Office Phone
LOCAL RESOURCES
Police: Phone Radio Fax
Fire: Phone Radio Fax
City/Community Emergency Manager:
Phone: Office Home Mobile/Pager
County Emergency Manager;
Phone: Office Home Mobile/Pager
TV Station Person
Phone Fax
TV Station Person
Phone Fax
Radio Station Person
Phone Fax
Radio Station Person
Phone Fax
Newspaper Person
: Phone Fax
Newspaper Persaon
Phone Fax

MUTUAL AID AGREEMENTS
Other Wafer!Cempany

Person




Phone

Fax

Other

Summary of Agreement

Other Water Company

Person

Phone

Fax

Other

Summary of Agreement

SUPPLIERS (Place if emergency contract is in place)

Equipment

1. Equipment Supplied

Person

Company
Phone

Position

Fax

2. Equipment Supplied

Company

Person

Position

Phone

Fax

Other

3. Equipment Supplied

Company

Person

Position

Phone

Fax

Other

Chemicals

Chemicals Supplied

Company
Phone

Person

Fax

Position
Other

Chemicals Supplied

Company
Phone

Person

Fax

Position_
Other

Chemicals Supplied

Company
Phone

Person

Fax

Position
Other

Construction

List Heavy Equipment Available

Company
Position

Person

Phone

Fax

Other

Experlise




List Heavy Equipment Available

Company Person
Position
Phone Fax Other
Expertise
Utilities
Gas Company
Phone Fax Other
Electric Company
Phone Fax Other
Sewer A )
Phone Fax Other
Telephone Company
Phone Fax Other

Alternative Water Supplies (LIst bottled water suppliers, tartk fruck owners, etc.

Provides
Company Person Paosition
Phone Fax Other
Provides
Company Person Pasition
Phone Fax Other
Provides
Company Person Position
Phone . Fax Other

Engineering Services

Area of Expertise
Company Person Position

Phone Fax Cither

Area of Expertise
Company Parson Position

 Phone Fax Oiher

Laboratory Services

Service Provided
Company Person
Position
Phone Fax Other

Service Provided
Company Person




Position

Phone Fax Other
Repair
Radio Repair
Company Person
Position
Phone Fax Other
Telemefry Repair
Company Person
Position
Phone Fax Cther
Other
Company Ferson
Fosition
Phone Fax Other
Well Supplies/Drillers
Service
Company Person
Paosition
Fhone Fax Ciher
Service
Company Person
Posifion
Phone Fax Other
EMERGENCY EQUIPMENT AVAILABLE
Transportation (List boats, trucks, étc.)
Type Owner Storage Location
Type Owner Storage Location
Type. Owner, Storage Location

Communicatlons {List mobile phones, pagers, radios)

Generators

Type

Storage Location

Owner Storage Location

Owmer Storage Location

Owner Storage Location
Size

Storage Location

Size

Storage Location

Owner




Type
Storage Location

Cwner

Chiorine Response Kit

Type Owner,
Storage l.ocation

Type Owner
Storage Location

Other

Type Owner
Storage Location

Type Cwner,
Storage Location

Type Owner

Siorage Location




Threat ldentification Checklist

Ifyour utility receives a threatening phone call, try to keep the caller on the line to obtain as much
information as possible. Record as much information as possible, Including:

1. ‘What kind of threat is posed?
A. Contamination: What kind of poison?
Hew much?

B. Physical Danage: What kind of damiage?
With what kind of device?

2. Where?
3. When?
4. Why?
5. By whom?
6. What is your {caller’s) name?
7. What is your (caller's} affiliation, if any?
8. ‘What is your {caller’s) address/phone #P
S, What is the exact wording of the threat?

10, Isthe caller __male __female _ well spoken __illiterate  foul __rrational __inccherent

11 1s the caller's voice __calm __ angry _.slow __rapid _soft __loud Jaughing _ erving
_normal __slored __nasal _ clear Hsping __stuttering __deep __high

__eracking __excited .young __old

_familiar - who did it sound likeP
_..accented - what nationality, region?
12, Is the connection clear? {Could it have been a wireless or cell phone?}
13. Are there background noises? __street noises - what lu'gid?
© _machinery - what typeP
__volces - deseribe
.._children - describe
__animals- what kind?
computer keyboard/office
—motors « describe,
_..music - what kind?

other

Name of person receiving call Daie Time

Notify Utlity manager __” phone:
Local FBYLaw Enforcement, Phone
Other, phone:







Water/Wastewater System Incident Checklist
NOTE: All emergencies should first be reported to 911

then to EPA’'s National Response Center at
1. HNature of Incident
{expiain):
0 Contamination (3 Cyber atack Q Brief description of incident:
Q Biclogical U Bombs, explosives, stc.
3 0 Wastewater treatment plant
0 Cherical Irterference andfor pass through
Q Radiological O Other (explain)
Q Physisal Destruction
2, System Name 3. Party Responsible for Incident {Name and Address)
Adddress:
Fhone Number {from caller ID):
Telephons:
System Contact
Name;
Thle:

4. Llocation of Incident

{ Raw {3 Water [ Water Q Distrib:ution Line [ Raceiving Stream
Walter Traatment Storage
Source Plant Facilities {3 Wastewater Collegtion
andfor Trestment System
0 Other
{explain):

5. Bofe and Time of Incldant

6. Alternate Water Source Exists: Yes / No If yes, give name, type and locatiom:

7. Typeis) of Contaminants, Source and Guantity:

Basis of Information:

8. Galler's Name, Address, Organization and Telephone Number




8. Was an emergency crew dispatched {911 called)?

O Yes L No O Naflonal L) Reglonat Q other
Rasponse Response Center
Canler

10. Which of the following are on scene:

[ Police 0 Fire O Ambulance LIFB) 0 Other

Q Hazprdous L) FEMA, 1 State Agency 2

Materials Team {describe)

£3 Weather condifions at Incident site:

3 Number and types of injuries and/or fatalities (if any):

11. Who else has been notifled {(LocaliState Agencies, Media)?

12, PWS andfor Wastewater Resources Status:

L Additional Monitoring {(what
typa?)

&3 intakes (number and focation)

L) Wastewater Collaction andlor
Treatment System Status

(A Conservation Inflisted (describe)

I Fire Suppression Capacity

2 sﬁemgé Capacily

&3 Treatment {describe normal
fregtment and F other has baen
inttiated)

I Communication {glerts to
public?)

£} Other

13. Call Received By:

Date/Time Call Received:




United States Office of Water April 15, 2602
Ervironmental Protection Water Protaction Task Force .
Agency

n EPA Guidance for Water Utility Response, Recovery
\ 4 & Remediation Actions for Man-made and/or
Technological Emergencies




DISCLAIMER

The statements in this document are intended solely as guidance. This document is not intended, nor
can it be relied on, to create any rights enforceable by any party in litigation with the United States.
EPA and state officials may decide to follow the guidance provided in this docurnent, or to act in
variance with the guidance, based upon an analysis of site-specific circumstances. This guidance may
be revised without public notice to reflect subsequent changes in EPA’s policy.

This document was prepared by Michael Baker Jr, Inc. for the FPA’s Water Protection Task Force
under contract EMW-2000-CO-0002,
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Introduction:

This document provides uniform response, recovery and remediation guidance for water
uiility actions in response to man-made and/or technological emergencies. The guidance was
developed as an initiative of EPA’s Water Protection Task Force and has been reviewed with
water ufilites and associations, EPA Regions, FPA Office of Water and other federal agencies.
The mtent of this guidance i3 to provide the minimum actions that EPA recommends be carried
out by a water utility for the events described.

Emergency response planuing s primarly a local respomsibility — Good business
practices suggest that every water utilify have an Emergency Operations/Response Plan that is
coordinated with state and local emergency response orgapizations, regulatory authorities and
local govemment officials. Water utiliies ought to consider whether the actions contained
within this guidance have been thoroughly coordinated with these entities.

The Federal Response Plan (section VI) identifies Federal responsibiliies and
capabilities that can support the local response effort dependent upon the type and severity of the
jncident. Throughout this guidance “water system” includes the “system”™ clements of source
water (ground and surface), drinking water treatment, drinking water distribution and storage,
wastewater collection and wastewater freatment.

Background:

The Eovironmental Protection Agency (EPA) has been given the responsibilify umder
Presidential Decision Directive (PDD) 63 for working with the Water Sector (including water
and wastewater utilities) to provide for the protection of the nation’s critical water infrastricture
inchuding the systems used to collect, freat and distribute potable water. The EPA has a similar
responsibility for wastewater operations. These critical infrastructures are fundamental to the
public health dnd welfare and are subject to both natwal disasters such as floods and
eatthquakes, and man-made hazards such as temrorst attacks. Such disasters could place
surrounding areas and populations at significant risk. In October, 2001 the EPA established an
infernal Water Protection Task Force to ensure that activities to protect and secure wafer supply
infrastructure are comprehensive and carried out expeditiously. This guidance supports the Task
Force’s mission of providing information In an expeditious manner to public and privale water
utilities that can be used to protect public health and critical water infrastructure.

L Iucident types

This gnidance was developed for five (5) different incident types:

» Threat of or Actual Inientional Contamination of the Water System

» Threat of Contamination at a Major Event

» Notification frem Health Officials of Potential Water Contamination

» [Intrusion through the Supervisory Control and Data Acquisition (SCADA); and
» Significant Structural Damage Resulting from au Inteutional Act

While this guidance is oriented toward these 5 incident types, it should also serve as a
guide for respomse, recovery and remediation actions for other threatened or aciual intentional

acts that would affect the safety or security of the water system.,



IL. Development of the Guidance

EBach incident type was assessed for potential impact on water system operations and
public safety to identify the minimum actions for each element of the water system to consider
taking in regponse to the incident, recover from the incident and to remediate the impacts of the
incident. Response refers to actions immediately following awareness of the incident, recovery
refers to actions to brng the system back into operation, and remediation refers to longer term
restoration actions, Where applicable, each incident type was assessed as if it had occurred
separately at each of the system elements and the potential impacts were assessed upstrcam and
downstream of the incident location. Additionally, the guidance was developed considering the
response needs of large, mediurmn and small water and wastewater systems. Water utilities
should apply the concepts confained in the guidance to ‘meet their system configuration and
capabilities.

IO Structure:

The guidance provides recommended actions in the categories of Response Actions,
Recovery Actions, and Remediation Actions in separate tables for each incident type. Each of
these categories confain a section on notifications and utility actions. Where applicable, specific
actions for each element of the water system are provided under the utility actions section.

The Notification Considerations section recommends standard notifications for any
suspicious or threatened intentional man-made or technological emergency  Supplemental
notificatiors are recommended within the incident tables for some events based on the potential
impact of the event.

Response Planning:

This response, recovery and remediation guidance o intentional acts can be used to
supplement existing water utility emergency operations plans (EOPs) developed to prepare for
and respond to natural disasters and emergencies. IPA recommends that established policies
and procedures contained in existing plans be used to the maximum extent while imcorporating
the recommendations in this guidance.

A high quality water utility EOP clearly delineates the organizational structure within the
water system that will be responsible for incident response and mapagement. This structure
shonld identify specific individual roles and responsibilities for decision-making, logistics,
operations, incident response control and finance, The structore could be based on the Incident
Command Systern, or other similar system, that is comnpatible with the system(s) used by other
clements (Fire, Law Enforcement, Emergency Management, Emergency Medical Services
(EMS), etc.) of the commumity’s incident respomse and management structure. It would be
helpful to coordinate potential response requirements and expectations with local response
organizations prior to an incident to ensure that the water utility's response needs are met.

Notification C derations:

Water utiliies that bave established notification procedures to meet a regulatory requirement,
such as the Emergency Planning and Cormunity Right-to-Know Act (EPCRA), should use them
as the starting point for developing broader notification procedures. Uiilities that do not have
established notification procedures should work with theic Local Emergency Planning



Commitiee (LEPC) or similar focal emergency planning organization, prior to an incident, to
coordinate the specific procedures for contacting Jocal, state and federal officials when an
1n01dent oCCurs. Y’z}a can find the LEPC for your location at

EPA expects that the ﬁci}ity would first call local law enforcement officials to initiate local
emergency response actions. This may be accomplished by calling 911 or direct cail to local law
enforcement. The local notification coordination effort should determine which additional
emergency response and management agencies (fire, Emergency Medical Services (EMS), the
community emergency mapagement orgammha;: and state agencies) need to be notified. For
mstance, do fire and EMS need to be notified in addition to law enforcement for a water-related
incident?

The nofification procedures developed within the local notification ¢oordination effort
should provide agency-specific names and contact numbers for these notifications on a 24-hour
basis and define what information about the incident needs to be provided, who will make the
notifications and which authoritics are notified when a call is placed. As a minimum, these
notification procedures should inclade protocols for notifying local and state health and

environmental authorities, local critical care facilities {(hospitals, dialysis centers, etc) and others
as identified in state and local raqmrements

An infentional act fo disrupt the operations of a water ufility or to jeopardize public
health is a criminal act. “This creates the need for notifications to the appropriate FBI field office,
National Response Center and other entities that may not nomally be contacted in response o a
natural disaster or emergency. Water utilities should work with the LEPC or similar
organization, iIn copjunction with appropriate state offices, to verify how these additional
notification requirements will be met and who has responsibility for the notifications.

The procedures developed within the local notification coordination effort should ensure
that all of the entities listed below are notified, identify who the utility must contact to initiate
the notifications and ilentify who within the organization should make the notifications. These
organizations are not listed in any particular order of preference.

Notify local law enforcement
Notify local FBI Field Office (fo begin the threat assessment pmcass) Your local FBI
ﬁeidOﬁcecagbelocatedbywmhng htip/fwrerw fbi.g
in the front pages of your local telephone book
= Notify National Response Center 1-800-424-8802 (to notify pre-determined federal
response agencies) for more information on NRC see http:/www nrc.uscg.mil
Notify state/local emergency management organization
Notify Govemor’s office
Notify local EPA CID Special Agent in Charge (SAC)
Notify other associated system authorities (wastewater, water)
‘Notify local govemment official (responsible authority for the water utility)
Notify state/local health, water and/or environmental departrent
Notify critical care facilities
Notify employees
Notify EMS and Fire Department as deemed necessary
Consider when fo nofify customers and what notification to issue

* % & & & ¥ & 9



The recommendations provided in this gnidance are supplemental to regulatory or other
promulgated reporting requirernents. Normal reporting/notification to sfate health and/or
environmental agencies, or the EPA for states without approved state programs, will still be
required when the impacts of an incident result in an inability to meet Water Quality or
National Prirnary Drinking Water Standards or to meet CERCLA and/or EPCRA requirements.

Sampling:

The results of sample analysis after a threatened or actual contamination event can serve
a crfical role in determining response, recovery and remediation actions; assessing the potential
impacts of the contaminant; and, providing data for eventual prosecution.  Sampling
requirements (quantity, type of sample container, environmental controls, type of sample,
sample locations, etc.) can vary significantly depending upon the properties of the contaminant
and where the contaminant was introduced into the system, This guidance provides
recommendations for when sampling might be beneficial but can not provide specific sampling
requirements for every potential contaminant. .

It is important to ensure that sampling is conducted by trained personnel and that the
safety of sampling and other personnel is fully considered while conducting sampling activities.
The diversity of sampling capabilities and rcsowrces among large and small water utilities
makes it difficult to establish standard requirements for all water utiliies. Water utilities should
work with their LEPC and appropriate local, state and federal agencies to develop procedures
for obtaining requirements or recommendations on taking samples, sample conirol, sample
distribution and wse of sample analysis resulis on an event-by-event basis. The water ufility’s
sampling capabilites and procedures for obtaining saropling recommendations should be
contained within the wility’s EOP.

In the event of an incident that is -suspected or confirmed to be the result of an
intentional act to disrupt the operations of a water utility or to jeopardize public health, law
enforcement officials may also require/take additional samples for evidence preservation.

Annexes:

Anpex I provides a Sample Collection, Identification and Chain-of-Custody Form and
instrctions for its use. The form is an example of the information needed for recording data on
samples taken in response to an infentional act and for maintaining a record for chain-of-
custody of the sarmnple.

Annex II provides incident-specific response, recovery and remediation guidance for
each of the five (5) incident types.



Annex I - Sample Collection, Identification and Chain-of-Custody Form

Sample Collection, Identification and Chain-of-Custody Form
Sample ID # Sample Date/Time
(Place ID Label Here)

Sample Deseription Sample Location

Comments

Sampler Date/Time | Witness Date/Time

| Signature - Signature

Print Ssmple ID Print Lecation

1. Released by: Date/Time | Received by: Date/Time
Signature Signatare

Print Sample ID Print Loeation

2. Released by: Date/Time | Received by: Date/Time
Signaturs . Bignature

Print Sample ID Print Lacation

3. Released by: Date/Time | Received by: Date/Time
Signature Signature

Print Sample ID Print Yocation

4. Released by: Date/Time | Received by: Date/Time
Sipnature _ Sipnature

Print Sample (D Print Location

AmexI~1



Instructions for Sample Collection, Identification and Chain-of-Custody Form

Whether from an epidemiological or evidentiary standpoint, &t i critically important that
samples taker in response to an intentional act against a water system be taken in a systematic
manner. Each sample collected should have a separate identifying number (Sample ID #) and
the transfer of each sample should documented. The Sample Collection, Identification and
Chain-of-Custody Form provides a standardized format for annotating this information.

Sample Identification Number (Sample 1D #)
Each sample should have separate identification pumber. A uniform system should be
established for assigning sample identification numbers.

Sample Date/Time
Annotate the date and time that the sample was taken.

Sample Description
Describe the type of sample taken (water, sludge, sediment basin, etc.)

Sample Location , ‘
Annotate as specifically as possible where the sample was taken so that later samples can be
taken (if necessary) from the exact same location,

Comments
Provide any additional comments that may assist in sample analysis (water temperature,
hurnidity, how sample was taken or materials used to take sample, efc.). '

Sampler Identification

The person taking the sample should sign hivher name in the Signature block, annofate the
date/time of signature in the Date/Time block, print the sampler’s name in the Print block and
annotate the sample ID number from the Samiple ID# block at the top of the form.

Witness Identification

The person witnessing the taking of the sample should sign hivher name in the Signatare
block, annofate the date/time of signature in the Date/Time block, print the sampler’s name in
the Print block and annotfate the location of where the sample was taken from the Sample
Location block at the top of the form.

Chain-of-Custody Tracking

A record of control for all samples should be maintained. Each persen who releases control of
the sample should maintain a copy of who the sample was released to. Persons who receive
samples should verify the sample identification number ON THE SAMPLE before signing for
receipt of the sample. The orginal copy of the form, with original signatures should remain
with each sample until final disposition.

The person releasing the sample should sign his/her name in the Signature block, annofate the

dateftime of release in the Date/Time block, print the releaser’s name in the Print block and
annotate the sample ID number from the Sample ID# block at the top of the form.

Annex -2



The person receiving the sample should sign hisher name m the Signature block, annotate the
date/time of receipt in the Date/Time block, print the receiver’s name in the Print block and
annotate the location where the sample was received in the Location block.

QOther Considerations

Photographs
When possible a photograph should be taken of each collected sample at the sample location.

Ideally, the photograph would show the completed sample ID label and security seals in-place.
Photographs should be annotated or dated-stamped with the date and time that the photo was
taken.

Annex 1-3
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Security Vulnerability Self-
Assessment Guide for Small Water
Systems

Introduction

Waler systems are eritical te every eommunity. Proteetion of public drinking water systems must be a high priority
for loeal officialg and water system owners and operators to ensure an uninterrupted water supply, which js essential
for the proteetion of public health {safe drinking water and sanitation) and safety (fire fighting},

Adequate security measures will help prevent loss of service through terrorist aets, vandalism, or pranks. If your
system is prepared, such aetions may even be prevented. The appropriate level of security is best determined by the
water system at the local level,

This Seeurity Vulnerability Self-Assessment Guide iz designed to help small water systems determine possible
viulnerable eomponents and identify security measures that should be considered. A “vulnerability assessment” is the
identification of weaknesses in water system security, focusing on defined threats that zould compromise its ability
to provide adequate potable water, and/or water for firefighting. This doenment is designed particularly for systems
that serve populations of 3,300 or less. This doeument is meant to encourage smaller systems to review their system
vulnerabilities, but it may not take the place of a comprehensive review by security experts.

The SelfAssessment Guide has a simple design. Answers to assessmient questions are “ves”™ or “no,” and there is
spzee to identify needed actions and actions you have taken to improve security. For any “no” answer, refer to the
“comment” column and/or contact your state drinking water primacy agency.

How to Use this Self-Assassment Guide

This document is designed for use by water system personnel. Physieal faciiities posc a high degree of exposure to
any security threat. This self-assessment should be conducted on all components of your system {wellhead or
surface water intake, freatment plant, storage tank{s), pumps, distribution system, and other important components
of your sygten).

The Assessment includes an emergency contact list for your use, This list will help you identify who you need to
contact in the cvent of an emergency or threat and will help you develop communication and outreach procedures.
Filling out the Emergency Contact List isan imdportant step toward developing an Emergency Response Plan, which
provides detaiied procedures on how 1o respond to an emergency.

You may be able to oblain-sample Emergency Response Plans from your state drinking water primacy agency.

Security is everyone’s responsibility. We hope this document helps you to increase the awareness of all your
employees, governing officials, and customers about security izsues.

Once you have completed this document, review the zctions you need to take to Improve your system’s security.
Make sure to prioritize your actions baged on the most lkely threats, Please complete the Certificate of Completion
on page 27 and return only the certificate to your state drinking water primacy agency. Do not include 2 full copy of
your self-assessment,

Keep this Document

This is a working document, Its purpose is to start your process of security vulnergbility assessment and security
enhancements. Security is not an end point, but a poal that can be achieved only through continued efforis to assess
and upprade your system,

Don’t forget that this is a sensitive document. It should be stored separately in a secure place at your water system.
A duplicate copy should also be retained at a sccure off-site focation.

Access to this docurnent should be limiied to key water system personnel and local officials as well as the state
drinking water primacy agency and others on g nced -te-know basis .



Security Vulnerability Self-Assessment

Record of Security Vulnerability Self-Assessment Completion

The foliowing information should be compleled by the individual conducting the self-assessment
andfor any additional revisions.

Name:

Title:

Area of
Responsibility:

Water System
Name:

Water System
PWSID:

Address:

City:

County:

State:

Zip Codo:

Telephone:

Fax:

E-mail:

Date Completed:

Bate Revised: Signature:
Date Revised: Signature:
Date Revised: Signature:
Date Revised: Signature:

Date Revised: Signature:







Inventory of Small Water System Critical Components

| Bescription

Component
:Source Water Type:
Ground Water
Surface Water
Purchased
ITraatment Flan;
Buildings
Pumps

Treatment Equipment {e.g.,
basin, clearwell, filter)

| Number & Location {if applicable)

Process Controls

Treatment Chemicals and
Storage

Laboratory Chemicals and

Storage
iBforage

Storage Tarks

Pressure Tanks
‘Power:.

Primary Power

Auxitiary Power
:Distribution Systém:

Pumps

Pipes

Valves

Appurtenances (e.g., flush
hydrants, backilow

preveniers, meters)
Other Vulnerable Points

Offices
Buildings
Computers
Fites
Transportation/
Work vehicles

“Communication
Telephone
Cell Phone
Radio

Computer Control Systems
(SCADA)




(1 1adoad ot sidoad pooga 18]s paubisse ey

JAuC jpudosiad pezUoye

2sUD pue |puuosiad pazuoing o} Anus Gundsal sull)s 150d » 0) POIOL}SES Qn%m:a

"SR 2 18 Bele PRMsal el Luyim padeidsip aq o wety aunbal FOIBM JO/PUR MOY JBIEM

pue "sapAoidws 1o} spieo UOllBIYRUBE ojoud WaISAS ISIBM BNSS] « A0 [BHUSSSH 5| JeU) Lelshs

ay) Jo sunpongsesul [eoisAyd

Buao}o) sul 1eDISUCT) "WSISAS 1B1EM IN0A ID) JURWROURLLG Aunoes ayy Jo ped B ot} LO)SAS

u| da)s 188 @mw 51 si) “Auo feuuosiad PBZUOYINE 0] WRSAS JOjeM io1Em S 10 susuoduIos
ANCA J0 SUSUCHLIDs [R21IH0 BU) O} SSS00E J 10 [0S0 PINOUS No A WON v S92 fEonUD ay) o) ssanoe 8 2

‘WIBISAS

oy 1suehe pash oq pinoes Uy vojewLou Ridosd sanb I souls
Guimena ofighd 10j peqsod J sy Aunces e asod pinos sulis asoy)
"UORRULICHU] aU) Bulass SOUC AJUD Bu} 248 PUUOSIad pezioLne
} Ao eap) pool B S| uogewI0)u 10200 Bulsod ~Asuabe Asewnd
a1eys anok pue ‘leuuessed ASualiows aoyod Upm Jug SIY) seys

{sigeondde j1) SO0 80| pus jouiosiad walsis mem e

0} BjgBleAR apew pue s1Rp-ol-dn 1oy 8¢ pINoYS UORBULIOJ IDBII0D
Si43 “ARP J0 Wl 40 yoom 81} JO AeD au} jo ssapieBal Apusbistua
J0 8880 U] PRELIOD 84 0] SU0AWI0S ajuBsap PINOYS NOA

‘satouellowa Alundes

SRSEBIPPE pUB MEp-0-n §1 Il suInsus o) {Alesseoou ) Apuanbey
210 JO} AFENUUER 1SBS| |2 PAMSIABL 20 pInoys ueid o) “asuodsas
a1 paunys senbed JBL JUSHIOUE U S) dley) 9sed Ul A siued v

{7 UBUNPDENY 2a%) 18] oeon Aouabistug
INCA GOjeASD PINOYS NOK ‘M3 nok Buidoasp w days 18 & sy ¢{dun)
‘Aauabe Asewnd 1apem BUULD BIBIE NOA WO BjdWes B WO UBd ueyd asuodsal AsusBiatua
NOA ‘axisl UR 9ARLY J0U OP NoA Jf "dHS uB 9aY noA Jey) [ejuessa s| »ON  eB8L UOHLMA B AR NDA GG ‘L

B 2R

meoo:m_tmco.ammgo%m%mBE%bmk@ém.__m%m&. .%m&co ummlﬁmhgm tmwa@a&n mmaﬁna.@xcﬁmm&o%.M:mﬁﬁ:mnmmg.mxﬂctsg
B80BLING 10 pRayOM} WeISAS inok O syauodwros e 0} Aldde o paubep suonsenb jeiousb a1e JUBLLISSOSSE-JOF ANNgESUIA S U suolsend oL 18 oy

WwaisAg JojeN ai3ud oYy} 103 SUCHSANY [BiaUdD

Sua)SAg J9)e A [IBWS 10} JUDUISSISSY-498 AjlIqeiaulnp A311nd0g



ueuoduwn ale Aauy Aym uiejdxe pue sjusuodwod
|ESRUD INOA JO WY} 3SIAPY "WA)SAS I13)EM INOA Jo sjoned
Jnpucd 0) sappuabe Juswaslojus me| [eoo) Jnok Bunyse Jspisuod

"loned snoiasid ay) asuls uasue saey Aew jey; swe|gord
Amuoap) diay osje few ) Bunteduie) jenusiod abeinoosip Aew

Jswsuoduwon

[B2Ru2 Jayjo pue ‘Jawdinba
‘syue) abeioys 'sBuipjing

'8y ejul 821N0S INOA

ueis Ajnn Aq wajsAs Jejem oy} jo Guroned wopuel pue jusnbaiq = ON = S8A 10adsus pue joned noAog 2
"I¢asn ag Asw jeuy) subis Jayyo Jo sajdwexs ale Aup seafodws, -
pue ,'palqilold S§a99y pazuoyineun, 'AlUQ |9Uuosiad pazioyiny, oBEIOS pUE S6SNOY floM
"UOLBID0SSE 19]EM |BINI ‘a|dwexa 104} Jwalshs Jojem
S]B1S INOA WOl 9|qEjleAR ale 980 'SaIl|Ioe) J3lEM ||e uo palsod InoA jo sjuauoduwod 18U
aq p|noys ,55uUayo [B13pa) e S| AJjIoe) s1Y1 yum Bunadwe] - Buuieps, lle uo pajsod (-23@ ‘ss8908
pazuoyneun ‘Bupsdwe))
*$S300F PazZ|IoYINBUN J8Jap 0] SUBAW aalloays ue ale subis Bujuiep «ON «SOA sufs Bujwiem aly "9
66 J 5 *AjInoas soueyua os|e Lwaishs
suwuee 1a66u) 10 uo SJYB| UINY JBUY) SBUDIMS SIBAIIDE JEU] S10103)9D
uolow ‘siassedsal) JO 90USLS)SP 1O UOISIep BY| Ul Jnsal 4sjem Inok Jo sjusuodulod
AewW pue S8339E PaZUOYINEUN 0) JUs1Ia}ap poob e s sjusuodwico [EQRLD BY) punote
{ED1}ID SWR)SAS Jajem JO 103X sy Jo Buyyby ejenbapy +ON  +S8A Bunybn jewsixe alay} s| ‘g
*Adjua Jo sjulod Jaylo pue 'SICoP ‘SMOPUIM
uc p3|[e)suUl 29 OS|E UBD SWely "Sapo2 a1y Aue Jo sjuawalinbal
a2y} Yyim sjeaw funoas Jo ad4) s1y) jeu) 2insua pinoys swajsig
*apISUl By} UC pPallog pUe ‘sieq uol] 10 YSaw aaIm UM pasiojulal
PUE Payo0| 2Q pP|NOYS SMOPUIM [|B ‘SWS)SAS 19JEM 0} SS399. JIWI| 0]
*apIsU] 8Y} UO PaEIn)
aq p|noys s100p apisino j|e uo sabujy "|elusiew pasliojulal Anp
-AABa3Y JO P3jONISUoD ag pinoys saiyioe) oo o sabuly pue s1wog
‘a0e|d usye] Jou sey Anus paziloyineun Ue 1EY) Salnsus
pue A)1IN23s s3oueyua sjuauoduwios WaSAS |EIUD JO 3I8YD Apep v
& Payo0| pue pasop
*}$090 2y} J0j AJUN28s Jo [2A3)] ybiy 1day sjuaA pue sayey
e apiaoid spienb 300] pue $}20] Jjoq peaq Apejnbal 300} 303D joo! pue juej} e yons
‘[puuosisd pazuoyineun Aq ssso0e Juaasid o} Aus Jo sjulod Jeyjo Anus Jo spuiod 120 pue
pue ‘sa)eb 'sjuaa pue Seysjey ‘SMOopUIM pue S100p Buip|ing e 3207 “ON  «S3A 'SMOPUIM "SJI00P INOA 3l “§
UOISNAU| S[JYSA |BUOJIUI)
10 [BJU3pIa9E WOl susuodwod |2ajd ulepad pient o} pasapisuod
aq p|noys sielieq JAesisl, ejaiouos se yons s1911eq Y0 “ueys
ay} s199)0.4d wnuwiuiw e Je Jey) yooped jooid-iadwe) e pue suleys
UnA payo0] aq pinouys salel ||y ‘SpasuU aJUEBUSIBLL PUB S3YDBII]
Joj 393ya 0} Ajjeajpouad pay[em 3q pinoys Jsjawuad asusy ay ) Lojeudoidde
alaym payoo| saleb ale pue
“1spewlad 'syid dwind pue sasnoyjam
ayj} punoJe aaua) fHINIas e aaey piNQYs saRIoe) [[B ‘Allespl Buipnjou 'paoua) sayyIoe) Y ‘g




“Ayapoe snopidsng LUEsAs 1ajem
a0 KouaBialwe U Jo JUBAs S} Ul [[BD O LUDYM A0UY A3y} ams Inok sop weabosd goem
ayew weaboud fiunoes e o} injdiey Aoa 9q ues stoqubiau INfUIBAA 0N  «8$32 | poowogybiiau ® easy nod og gL
auuosiod WaISAS JBIeM JO JoRUoD 938D ayy Japun
B4 sAemie pinoys Suipling Aue o Agus -sgissod j Ajusnbay
pabuBL 6 DINOYS SAP0Y "SASY JO/PUR SBPOT O] SSBITE paILap ¢Aus jaunosisd
84 PHIOUS {(SUOEIUNUALOS] Jo) Aljory ok Bujsn suoneziuebio wasAs Jajem oj pajul|
+8's) suoneziuetio psjeso-00 wolp |auuosiad pue sieyddng «ON  «SB8A Shay pue $9pod AIUS aby ‘Z|
«ALYOENG
LON 04, (paseibua) padue)s shey ijg ARy DINOYS NOA
BN
U} JOU LIDUM XOOHA0] B U Y og pinoys shey Buiping pue apsA
‘{shey Jo $801 S0 Jeaoung safojdiwa seye i) Juawaleuew Aoy
pu® juswadeids: 30! S1E)I0B) W PIODSI SR, "paubisse useq daBY Zhonod Aimqeunnaoe pue
Sy DU WOUM 0] PUE 'SA3Y POJRISOSSE DUR S3OO| JO DIODES B doay «ON  «SBA [onu0d Aoy B 3By NCA A0} "L
Tesay) eusiod B jo sioqybisu Ao o)
PUB WIDLIBIOP B S8 9US 9y} & WURE BIQIDNE UB SABY 08B DINOYS 104
"SS[IE0E) JURLLEIT U 'sasnoy dwnd 'Syue 1o) 0iaisSod JSASUDUM B 18 %%:wmwcmw_“ow
PEIAPISUOT Bq PINOLS WOISAS WIBE Uy "3[QelieAs Bie sWa)sis 1e3iie ) pejauian
aasuedxsul Ajunces jo ypeaIq B Uasq SeY 919 UsUM Saipushiawsa {0 A3us pazUoyIneun
10} oeucs peieubisep s iueishs arem 1nok 1o saoune pap |imiey) wasis
sodoud sy sapnou jey; wesis wuee ue BuijeElst BPISULD <O «SBA wiee ue aaey nok og 0l
"SIBUOCWIOS [BOI0 SAUSISAS J31EM INOA JO MBIA 3L} Ho0LY
10U op A2y} ssaym saoe(d ui uswidinbe pue seroen yied *sjqissod g
“SpeModuIos [BaRLIO 8 UR)SAS
Jayess SN0k JO ARESIA S SOUBYUS O} SENIYS PUE SO21) Wil
Baflajoe
snodsns pooyoLLn JONPUCS IO opiy 0} siassedsa) iwed fm
12y Burdeospue; ploAy sesoe Ases apinoid osie Aew soeq Aginay 41B3s AjIses WasAs Bjem
Jo Butbueyieas “uoiieiaBen 1e 10 SaU1) 85US JEB]D DINDYS NOA CON #5584 ok o spaod Aques sl sty ‘B
Bupsus pue
{siooy J8yio Bupyeasq 10) pasn aq Apw
pu *sAay BAjeA 'SIOpPE] ‘POOM JO $&001d "SH00IY JWaweD sy 0s shie YeuL syelqo Jo 0al) wsisAs
“Bra} Ajus ueb of pasn og pinoo jeu 81840 10) NOOo| ‘susuodwos Jojem Inod 16 sjusuodwon
[EDLD B pURDIE BB A ST 'R

|BOILED §AUDISAS JO1EM AOA DUNGIE BaJe oyt BLISSosSE Hal




ol

‘Bl s epddns su) pus ‘paisalap EusIRw
‘ol ‘ajep {01 oloud S 8ALD a) WO USNE]) SUIBU 8 JoALD
2} 3pNPOUL DINCYS 3} "SSBAMISD jo fewinof Jo Bo; B daey pinoys no

uREAs 1oiem

Inok Aq paJeplo '1oe) Ui "siam AR JEU; SINSUS OF SI9pI0 eseynnd
Lttes SpOOE PEIOAYBP |8 Y2IEW '$isUiBIU00 DaUSHOun Ui pue paees
aie Loy Auas of Alsalop o susy syl 12 saiddns 1840 pue siponuaYD
10adSUL PINOYS NCA ‘poMaiAel 34 pNoys S|BIWaY2 Jo LaAlep

oy samnpasosd APOISnD JO LIBYD "BIIBLUIBIUGD Jou e sponposd

Lsionposd xaty
10 AUnoas ay) sinsus o}
saunpesod (sheyddns Inok

Jay) 1ey) ernsus o} susnnessid sug) siepddns noA ey Ajuea «ON  eSBA LM passnosip nok saeH i
“LISISAS JSIBM B} O) $5300B . dpuucsisd wayshs
Blrasy WO [aUUOSISE pazuctineun sjudaaid sil] "SIeALD 1B 1o 1a1em Jo souasad ay)
sjelluepaid s17 Al "SaUSALaP [[8 AUEdWODOR 1SN TWHISAS Ja]EM yj apew so||ddns sayo pug
au) Ay pateubisep 'uosiad pazLoneE ue jeu Avjod g ys|qesy *ON  «SBA | S[EOAUBLD JO SOUSANSP &Iy '8l

; i QrES3IN

‘PONURUOSSIR 8y pinoys eopaesd siyy seied
1O O 2oUUBAUOD By} 0] SjBieIRW J5Y30 pu 'Sieoieyd Justudinbs jo sianddns 1o) walsAs ojem sty 03 559008 Asee spinold SweisAs jells swog

stsaddng pue jueld jusuniealy

‘spuafe juewBlloue ME| DUE jauuosIad AN Jajem 2aDIN0S 3U] iSiA [puucslad
A sioned aS29I0U1 JO 181U OF UGN E) 24 pinoys sdais ‘peinges WIBISAS Jolem oy zsereh o
ag JouLEs geals alayps seale pur| o518 ssedwonus Aa) ‘UaLD $EUBL YiM PRINoSE 83IhoS
‘aindes o} sbusiieyo 15012216 oyl Jussaud soddns Jsiem sneUNg »O  «SDA 918Mm aoRUNS NCA 8L "L
“SIRIOUCD UM papL 1o sBunadusey
PRADWAL DS &4 DINOUS Sijam palopuegy "Addns Jo1em Jo sepnbe weazd Of paInoes
BY} U SIURUIIBIUCS 10 uoRonpoIu: s Joeasud of paunnes 1o Apadoxt sem pauopuege
paddes Apsdoid aq pInoys S0 BAUCPUBYE HUE ISS/UCNEAISSQD 1Y CON  #STA DU ISSJUOIBAISYO A1y "9l
"PAAOUIBE IO payorelq AlisEs
aq jouues pue ‘asodind tay) salas sdro pue SjuLA JBY) BINSU
ipaudEie
-A|ddnS Jejsm DUl oju] JURLRLEILOD B IO Aaumong pue peuasios
upnpoAul au usassd diey uss sdeo pue sluaa pejesw Ausdoly sON  <SBA sden pue SJUSA oM 81y "8L
“SISPIAOIY SOUBISISSE [EMUYDS] IS0 1O "UOYBID0SSE JBjem
Jearu sjEs oA ‘AousBe Asewud sojem Bupuup speis anok ‘Auedwos
suBUSIUIBUYBUILD [j8m Inok 1oeued ‘Dajees Ausdoid SI peaLjjom .
INOA IByYIBUm BIng joU 48 noA J SJUSURLEIIoS JO UOBONRORUE JAusdoad
S 10} Sunpoddo al) seseaI0ap peayjiam pe|ess mmwmgn_ \'4 » ON »S8) | poless speaifj|am anNod iy ‘il
A : '
2ioo NQILSHND:

“Apnfios

sriopidsng podas pue jueBia aq 03 syqnd buyy NSy SoNEIL JAleM BoBLINS O} uojuBle Jenoiued Ay siouted SOOI MB] BEEBIOW 1O SjEIUE O} Lsye}
2g pinoys sdejs 'DRINDEs 8y jJouUUED SPAIB suByA "seese puel ofiuey ssedwoous Ay Aol ‘obueeys el oyl Juesend seyddns Jejem eseung
VRINDDS S PINOYS (STOM 10 SBNEIU IGIEM SOBLINS) SONNDS JGIBM M0 SHUBLOTWOD 1A 181EMm SNOUBA D] pojBlai ‘sejge} sjeredas U pojuasesd
‘sanssy Buimogo; ey} o] uonuanRe jeioads eAll pinoys nod g 1-L suopsend) weisAs epem smue noA 10y 1SIoeys jpieual saoqe By} 0] UOIDDE U]

$80.In08 191eM




(3

UONBUNLRIUOT SHSSOU 10§ JURY 81 Ul Ilem

1893 0} 1anN0 juB obeiols oy uo dey Buydwes e Buejsu 1episud
alipliep [RINCNES 10 Wejqosd UONBUILBILOD § JO 9580 aYj Ul jue}
afieigs syl 51B10S1 0} NOA MOlE O BaAIRA SsRdAq IO JO-INYS [|eIsu}

-afigwep |eINoNgs 1o waoid LusIsAs
uopeuiRuoD 8 st ooy ) (slque aBesys si uedp o vopessdo S} 0 188 BUY WIOJ) HUE)
jo 1o (shyue) abeiois sp O3B 0] 9)GE 8G PINDLUS WaISAS Bjem Y «ON  +584 | afeiols oy sjeos noA ueD 'H7
Leoell
seyesd sgipue suasios Anp-lasey Joipue SUPa0s IM
i sodid MojLBAO DU SIUBA (1B Rinseg saior) obios Ul M peinsioid Apedold sedicd
pRUSIUl 21} 0] SENPUDC 108D alb sadid MOILDAD DUE SIUGA Iy CJON 2 SBA MOJHRAC DUE SJUDA Iy "RE
"BUiqL0 peEsowynEun Jusassd
o) sBat ayy o sisuieq reaisAyd Bumind JHPISUDD "SIEMO] sARY NoA Ji
. ‘Aqus ApRanses
PEZUOUNEUN JO J0) (enuslod SU eonDa) 1M (SOINSODUS JBppe| pue syuiod ARUS pue “saumBy
‘spuaa *saysiey) sywod Aljua e syooped Joosd-raduie) jo asn ay) «ON 83 SS90 'SIOPPE| YUE a1y ‘72
Aiddns Jejem 8y
Japua ABu) 1B UORUIUEIUOD [BJIA PUE [Buajseq jsiele uonoajosd
apiacid SEnRISal SUIOIED ‘UOBLILEINNY 2|qIssod apenpuy Aew
BAPISS BULKILS 8 JO S0UDSHE “SULIGILD 8t TRY) SWalsAs 880y} 104
WwasAS INOA LI LORBUALIBIUGD JO JOJRDIPUL
poofl g 2q Aew puewap ut 96uUBYD UBPDNS ¥ “JBJEM INDA UM
swaigoad epused Amusp noA digy) ue swisped pusLRP BULDIUD
eanssaid WesAs pue 'Jone ‘gasey
‘50j00 Ayaonpucs oypads ‘d Wigyo 128 pug 18101 '{DdH)
winos seid sdonolalay YRNpISal SUOIYD B3] DUB £81) SpNjoul
SwWelsAs USHNGASIP PUB JOJEM DaUSUY Jo) Siataweied sujnoy
"ICRO puB oo ‘uopdlospe
Bomen ‘ANAIenpuo? sigosads 'Uogied oemiio 210} wiogon
|Boa) pue {B10} "ARpiqin) 'd Spnoul IBIEM MBI 10) sisiaueied swog Alenb isem
uj saBuels jos1ep ues
“OPIoUT UONBURLBIUOD B USOY SBUY 2JaU) Jj MO 0] NOA Mojje ABw HOA JBLE 06 JSIEM PO)esl)
12 SUNaSEq © USIGRISS UED JAJeMm DIIEa) PUE ME) JO BULIGHUOLY AON 8B4 DL AR JOHUOW OA 00 "L
-fovafisws ug o Buiptiodsas
UBUM SUGHOR BiBIDadIL axe) o (018 'deamsAlp isysinBunxs
any B SB ysns) ais uo uawdinbks pUB S1003 HARY DINOUS NOA
Leae
“sepatodus pezuoyne SIN2ES B U] pao)s Ausdosd
o1 Ajup sigegeAs ag Pnoys sBeios EoiWagy 03 mq&uuw "paoLlsal 'SIeUE IO SHoplezey
E34E AU} 0] SSA0%E PUEB 2IND8S 3q PINOYS B8 1)) pur "Ajuo ebeiois Apenusiod 2ue 1BY) 880U}
gyl Joy pajeubisan Baue Ue u) paIojs aqg pinoys $| Agejnonsed ‘sjesieyn aly )




42

_ &6 Wio

'saonoeld Aunoas poob adljag uonezieinieN

yHm juelsisuod ase ssonoeld Bully Jigy) jey; 8nsua o siapiaod jje pue uojjeiBisw|

40 sesonoeud jsuuosiad ay; Uo ¥oayd ‘[euuosiad 1PERUOD asn Nok awy Aq paunbau se) Ayraibye

wawAoldwa Auaa nok

'sanss| Ajlinoas pajejal-aafoidwa Op puE “Yo3yd punoibyoeq

lenuajod uaaald Aew ssaooid Buuy ay) Bupnp pajonpuod sy [euiL e unopsd

punoibyoeg 'saoualajal [euolssajord Aylaa pjnoys noA "uojeodde ao11od |eo0; 1eU) 3sanbss nok
JuawAodwa ue Jno ||y seyepipues qol ||e aaey o} aoioead poob s1 3]

‘saroijod jeuuossed snok o} sainpeaosd Ajunsas ppe pnoys no
JOUUHOSIDg

-fousbe Aozwud
Jaem BupjuLip sjeys JnoA 1pejueo 'swelbold uoguasalid mopyoeq uo

uoHELLLIOLU] pa3auU NOA >\= ‘SJUBUILIEIUOD JO UODNPORUI [BUCHUSIU| Y} swelboad uonuaaaid
juaaaud o} Buydjay Aq Ajeges Jo uibiew pappe ue apiaold swelboad MO]PjoRg B pauawaidun
uonuaasid mopoeqg "ainssald aansod Bujulielulew o} uonIppe uj «ON  «SOA Wo)sAs INoA seH "1Z
) ‘sjuawalinbay aunssead Joyem Gupjuup
wnwiuiw Joj Aouabe Aorwid aiels 1noA o) 1ajay "waisis uonguisip sainssard
Y} uL Jalem paysiull Sjeujwe)uos Aew jey) abeuoydisyoeq anysod ‘uiejuieWw pue Jo}
Sunuaasud 1o) pue Bunyby 21y Joj [e1juesss S aInssald aAlsod «ON =534 JOJUOW WaISAS INoA sa0g  °9F
*asn Jadoudwi

juaaaid o] pue ‘wajsAs UORNYINSIP ay; ojul pasnponul Bulag
W0 SJUBUIWEUOD Juaasd 0} paydag] Jday aq pinoys sjuelpAy ysni4

‘9sh sIy} Joy pajeubisap sa)is A|uo ay} ale asay) ey oljqnd ayy

pUE S[BIOYI0 JUSWSDI0NS MB| [B20] AU ‘uay ] "(Suslly UOJONISUOD
30 spasu ay) J@aw o} “6-a) uouasaid mojppeq Jadoid ym
(s)uone)s Buyjpy se asn Joy sjuRIpAY o119ads Gu)eubisap Japisuo)

‘Buny By 2.1 ueyy J1ayo asodind Aue
103 pasn s JUBIPAY B JI S32IASP MmOl 9eg pue uogezioyine aunbay
-uonoajold aJy uey) Jayjo sasodind Joj syuelpiy jo asn pazioyne 4 SOA|EA puE SJUBIpAY
2y} sslejnbas Jey) Avijod B aaey pINOYS Wa1SAS JB1EM JNOA « SOA Joasnay} joauoa nofeg 62

‘SJUeUILLRILOD .,.n_. coﬁwu:_uohs Em\_m.i pue uoiposod ey apiaoid o} Juepodiw
st Wwajehs wnok ur ainssasd easod Buuoyuow pue Buiureyuiey WwejsAs uonnquisip ay) o syuiod Aijus Jusiusauco pue ejqisia Ajybiy ese sjuelphAy

uonnqL3siq




€l

UOHBOO| SHS-YO
aM08s § 1B PAIOIS PUR Aleulinod apew ag PInoys e1ep 1sndwiod 1o
saidoo drjoey SyEaiy Jo pabewep $1 sjndwoo MmoA jeyy jusAs sy}
us 212p Jo 550} ay} uanaad disy s Aeinbas siapndiwsos dn Bupppeg

'SpIodal InoA pajoid o welbosd aepdn snia e 0
Burguasns pus Aueduson uondecid snaa g BundeIunD JapIsuos osly

“Iayndigoo Inok

uo payeIsu) 59 pnoys weboid voRosiosd JEMa)} B 'SSE00R 8IS
AR NOA J1 "SISUI0 Y BIBLS 1ou 0p Asy 1) plomssed snbun

2 8ABY DINOYS IENpIAIDU] Yoed ‘aigqissod usyas “saaouing aalotdus
Buimol 0 (pepaau se) pue sARp 08 Aans pelueyd aq pnoys

sdamchuos

InoA dn woedg o Lepd

e aasy NOA o denduion
JNOA UG paj|RISUE 3RMYOS
{IEMBIY) 381LIBIUY SABY NOA

oQ (Alep 1sesf je psiepdn
SUONIUSP SNIA INDA 8l pug
Auginbul pepeifidn sempos
pue PsEEISU) LORDSI0Id SnA
S|  Apaweloid piomssed,

o T, o

splomssed “pepeloid momssad og pINoYS Sseme Jndwos |y

S50 J9iNdwo §)

Y ST

2 NO

ve

£

.E&w\wn
Jopem ok afeupeIoD JO Jansip o) Buuueid euoBLLOS A PaSN Bq PINOD JBY] UONBULIONI [BORUD PUR SPJODBI SBPNILE S )} "LORRIdD jo spledse
feosiyd syp puo/eqg seob ‘weisds (vovos) vonsinboy ejeq pug foaues Aosiiedng e axy sjonuce pezusindwion Bupnour “wslsAs ey jo Ainces

SURLIS[OLUOISIDINdUIOD[DBLI0)S HOHRULIOJU]

“sieo Bulooul 10 piooal
2 dooy o1 wpsAs suoydajs; inoA uo o Jaeo Bugeisul 19psu0n ospy

'€ JUBLILSERY U papn(ol)

sip spsipooy aduwieg auoydais; AoAs 18 BiqejiBAR aq pinoys
SISINUSYYD SIBIDNO JUUISDIONE Me) sjeudoidade o) ApjeIpaluL
pepodal 8g pInoYS s "UoRRULO Jususad Jje wodal pue pIoda:
01 pasn ag ues 1sipineyn ajduns e ‘Apagoe snomidsns Jo spodal

SAagoe snopidans podad
o} 10 sjjen snopilsns o
sjEally} 1o} 35N 0F ISEH0DYD

Jo sjjen auvoyd Suueiesiny Jo snooldsns uewnsop Ausdoid oy «ON 584 B aApy louupsiad IN0A 0 'EE
‘sansst AlLnoog
SSROSIP 0) PIaY 3¢ pInoys [Puuosiad pazuoyine jo sBugasw spousd LAUAIOR SnosnS
wodal o} pue sUJaouod
“AIAoR 10 sjUsA9 Snopmidsns Angessuna Aunoss podss
Aue Lodsl 0] Moy PUR 0§ 3O0) 0} 1BUM "AjIoe] ek e $anss) o} pasiApEe usaq jauuosed
AQunsas moge srqealpeimoint pue pewes ag pinoys jpuuosiad no g «ON  #S3A LWIepsAY oM aaeH  2g
SeUOyINE MmmEmsommm MB| 0 Alanoe
snooidans podes o) peBeinoous aq pinoys ogand sy rsnoimidsns
se papiebial ag pjnoys SULOHUN INoYHM lBuuosad Aq Alanoe Lpafepdsp
paAssqo AUy "wejeAs AU uo BupLoM SI JEIS WaISAS 1a1BM UayM Anusiguoid guieu WasAs
oyand aup wLopkl sdiay ey WalsAs Jajem syl Ardsip Ausunruod Jppes NOA YRM SR{mUaA
SO[0IUSA Jle Jei Bupinka: pue 'suuoiun Jesm ¢ Jpuuosiad Suunbay «ON  «53A pue suogun esn nol o] Lg
LEuey
“Sayneslq Ainnes jo sadd) asoyl guy sdisy $8pos 88508 PUE "$SADY paje|eHundas Byl pue
"SI A9 W NG 0) LI338AS 1a18Mm JnoA Je Sunuom ag HBUOL ou giM, ‘SBPOD S8R "SASY ‘57|
oym seeioidus Bupinbay “weysAs InoA wuey of Apqedes jeoysiyd ojoyd W wing o) sesko|due
PUR JUSIUI 3U] Y)og SARY PINoo pUe LBSAs Jajem nok Jo uogelado aanbal nok op uswhojdws
Ll Ineae abioouN aaBy senioids pepurubeip 1o jaucy WON SR Bunmue U 08
Rousfilows ye o Jusae oyl ul routiossad wisisds Jojes
pazuoneg JO volesiiuspl slejlioe; OglE |Im doliesynusnt 0104d
"saull e
12 walt Aejdsip o) pesnbal 8 pue spIes uolesyiusp-oloud WesAS £5pJBs vogrRIgHusp-ojoyd
JDIEM PONSS| ag PINDYS [RuuosIad |je “uoyemmuap pansed 104 B

panss) jpuuosiad inod siy




¥l

SHOGRI S0UDPIHUOD JBUINSUCD PUB "SIBAY
‘SpAB0q URRING AUNUIICD uD SeouDU ‘sumsul Buig ‘pew paap ybnoajl Ausyshs Jajem
PiIEIeAR SPEIW 2 UED Joquinu auoudsie: 81} “seniAnDe snopidshs pode Inok jo uopasioud Ajunoes sy
uRT ABY] JeU; 05 AJLUOUINE SISO ME] IBD0] L) JO JaqLInU auoydam ‘ Ui 1s155e 0 Ajalse snooidsns
a2y} pue pGUInU auoydao] INoA UM SIBW0ISNo aplaold “disy nsy) 10) 5y podal pue Juegpbiia aq oy Mjqnd
‘wisiepuea wol) Aiddns erem By 1091010 0 saunseR AJUNoas aauaasad ay; abeinoouas pue gesnps
PHSB0IOY] SBY WasAs oA TeUl olqnd 9yl PUR SISWOISNS IN0A ISIAPY 0} weboud e aaey nok 00 68

i A AR e R e S mot o Era i

NEMVE/GIGIINNODY/ | :

T B E 2t P o b

S S i e S

~sepuoune
Justisoops Mmej 03 Aliagoe snopidsns Aue Lodsar 0 pue Lsie 8q 0] Waly oBRINOIUS DINOYS NOA "WBISAT JNOK JHOQe SIeUWOISNd ok 81onpse pinoys NOA

suopey oNYNd

A J0) PSIUNOSIE pUR PRINDSS 3q PROYS
S|00} 988y | "WOISAS JOIBM INOA JO SJUSuod IOD FEDHID SSR008 0} PesSn
a¢p pinod Uy {seyousis oNEA 'B'a) 100} uIRLIOD AfRNSN OS2 SBI0IUAA

‘146U 8y} Joy
sopiyea Bupried alojoq WwalsAs ay; (NOGE UORBULIOIUL JBUGLIO AUE SADWSY
: ‘papuaieun
US| J0 850 U JOU SIB AoU USUM PBYD0} B PINOYS S$8I0IYeA Wimishs Jsjem
2IN09S
S} usljeLLICUI SIL JB1} SIRSUD 0] UOLNES asiaIaxa PINoYs [puuosiad WeisAs
A81BM, WIBISAS J8jEM BUL jo uoeIBdD BUY) INOGE UORUWIGIU| JBL)0 pue Asawn e je paindes
sdewl uigiuod AjleadAl Aatl] waishs Jolem Al O] [RIUOSSE BIR SAIDIUSA «OfN 594 pUe paXo0| SHIOIEA 81y "R
LIRNSAS 19)EM AU} 0} pamal
ple pafjoluod sedod
s0afold mau io) Siappiq Upm stuslunaop oA plenbsies {le 8Je puB ‘ERuapHU0Y
0} SPINSLHLW SSAOSIP PINCYS RO A "SSN JHE RaIanndes PUE papIodss pajofge] UONBULIO!
. 8t pIroys sasn Jsyjo Jo spefosd uononisuos o) panguisip (suogeoyoads SARISUSS VY0 pUB

pue suejd pue ‘ sdew ‘sopewsyss “6'e) SJUSNCOD SAjisUey +ON .58 | ‘sdew ‘spiocsijossidos iy ip

*siseq WnBal 8 uo LORBDO| SUSHO SIN0SS B Ul PRIOIS B4 PINOYS 9S8yl
TFUSLINION SAISUSS pUE BlED g 10 saidDd dreNDeq eNew DIROUS NeA
Lunneos]
Ao puuosisd poruowne o) PoJL 54 DINOUS SSBUDY TBEN Ul JOU UBYM PNDSS B W PSIG)S UoNBUIO
UOJJEQY] BIN0OS ¥ Ul POLOIS 8g PINOUS LORBUMOL IS0 pus ‘sdueu 'Spiosey «ON  «533 | JOYIo pue ‘spiodes ‘sdew aiy o

Addns Jsem ok sbewep o] wem

Avt OUM SUCBLUOS Al BIQISSEDOR ALSES S| TR OSM 2Y) U0 B1ER pays)gnd
Aue puy o) Ajddns ejem In0A 0} pateIad spiom A9y Busn (SoDAT 0 fjooye,
*21Booo se yons suive yueas 2 BUISR) Y2185 GEAA B DY PINIOYS NOA

s TN T E=S) Liaem JnoA ajeuliieiuoo
aq PINOYS Je) UONeWLIoHUI [BONLD UIZU0T ABU) JSLIaym aupuIaep o) Jo weysAs noA dnisip
paunuexs ag PINOYS SO)S apn MOBNR 0] 9)qeISUINA 2I0W WAISAS 1)) ayew 0} pOSN 20 UED 38U} GO
Aew a)is gap e uo wiayss Jejem JnoA Jnoge uonewdou paelsp Bunsog +ON < SDA B} UD UORBULIOHN 012} S| "GE
LAENTRINOST L HaMSHY




°} juawiyseyy ur popiacad 31 suoygose Guizgpond up noA 3sisse of sigel v -sieaayy Aoy 180U oy U0 poseq wayy expuotd
USL} PUB SUOMIOE papodsil MOA MajAct , ‘SUiBlsAg Jaj8A 1eilg 0y DpINgG JULUSSASSYJIos AHQRISUIINA A)LNsag,, ayp pajoydiion ARy oA Jeys MoN

L{US Y JoBIuOD
‘waoid e I3ACOSIP NOA i SO)ILIWOD U0 suing 'Auly "Ano} abueys
Buwued AousBews jeao) ok pue Aouslie Aoewud Biem Bupuyp jeaisAud JBYI0 40 0[O I0pe
deys Jnod 'sepushie Ly eay [Bo0] LIS O s Jlem 58 'wegold ‘9188 Mat B inoge jujeidines
Byj 30 BSNeD o) Anuspl pue 9iebRseAL: 0F sauRApE Ul podOieABD Bg JAWOISND & O] Alg|pouiut
PINOYS SaMPacold "SIBLLISRS A patodal swsgosd Ayjenb sajem puodss: oy eogd
fenuatod Ajguapt Apoinb pue o puodsar o) DiqR 24 0 1BOIHO 811 «ON  «S8A | Ui ampsooid e saey nok og ‘¢
o8 S Ul 1sIsse o) jpuuesisd esuodesl AsusBiswe
1e00] Jo Hoddns aul ishun seiuedwoo abue) pue ‘stuping
ond wbie) 'spel omsp jeoyos o) ‘sewoy Buisinu ‘seydsoy
Neeagno syl Ag pauseany Auenoped 5q 1y oy ardosd
o svoneinded obsey sapy tey) senuoe; abigy ||en eyem Bupjuup
BjE% U|BIGO 0} BIBUM U SOJADE DUE J31em BU} 40} sasn pajdenoe
) SRROU; PINOYS Juataounouue ayl ‘seteld oggnd Uy saniou
Bugsod pug '8 uoUd B 'LUOIESIHIOU JOOR-OI-INOR "UOISIABRL
1O QIPES BIA SIUSLUBOUNIOULE SPAIOW BpOUaL sl BUIOS
‘BI UDNEDIJION Mand a4 O sjuswaiinbas sy yim dwos ospe
1SN oA ‘wieay orgnd paoud o) Apqisuodsas ok o uoiippe uj
"Alddns sem ok ur plezey yiesy g BULISA0DSIp JoueR alqissod se
L00S € SIawoisnd nok 01 1IN0 piom 343 195 0} 8|4 Bq O [BORNO ST}
-Alddng serem mok
Ui swisiuetio aseosip (jeuis; Agissod pue) enbun Aue aie alay)
) BURLISP O} 'S{BOIYO YHESL uwmua yIm uopounfuco i Bulyiom
‘Aojeiodge] oA sieus fim Alddns 1aem nok jo Bugse) eapoy
{248 *pooj Jejem) podsur Jo poOLISs SH PUB JUBLHLBIIOY J0 JAlenoosip Jaye Ssiepawtiy
Bu& 2UL JDACDSIP O] 2D 81 I} 'STUBUNLBIUOD (BIqosonL: Aq posnes LONBURUBIUCD JO AJUMLLICD
SHELIINO Ul "JLBPIOW By} jo Aiojeloge; nok pue jauuosiad Bunsal sl asIApe 0] sovid
AJJOU PINCYS NOA “JESIAND 35BS 2 IeYR olgissed se uoos sy «ON <804 | ulanpsooid e eaey nok or Zh
isapualie
*sopiwwo Buuueid Asuslilewe eoo; yesY [Bu0] Ag AIBACOSID
InoA pug ‘sepuabie Yesy oo Aousbe Aoewsd ssem Sumuup Jaye fopeipatuy) Bseosin
AL JNOA Yl DOLBADE Ul PETOIBATD BY PINOUS $3INPED0II B Jo Neaxpno papadsns e jo
Apomb weoyt o} pusdssl pue auny Aue 18 IB1EM Y YIM suapgoad yoneaou samoal o) soeid
pawedsns IN0ge LOREULIOIN DAIE02) 0] BIUE 34 0} [BDNMO 81§ ~ON %8, | Ul 9npooold B sy NOA o ‘L
oijgnd eietal s pue siowosns InoA Wy senbur o3 Bujpuodsal
10} sseoold @ ySiigeIeSe PINOYS NOA "saunbul eipew 0} pucdsal
pinous vosiad 1 Al wasAs Jejem aug 104 uosiadsoyods oy se
pejeutiisep aq pinoys uosiad auo AjUY) "WaSAs 1sjeMm 8L JO JIBYsa duceulioul
U0 eipaty 91 of ¥eads 0} Jou pESIADE 9( piNOYS [BuuosIed INOA DAISURS JO LORNQIASID
1210584 0} pue ‘sysonbas
-oijgnd jesousE ey o ‘sipwoisTo “Seud UOiBLIOUE agand yus
By} Woll uojeiado 81 Jo wests mem eul Inoge Aunbur Ue sals0ss [eap O} 2Npestid B aARY
NOA UBLA MOJ0Y 0) [Butiossed o) npesoad & PABY DINOYS NOA «ON #5894 o7 OF
JINIWWNOD! |- HAMSNY sany’




Attachment 1. Prioritization of Needed Actions

Once you have completed the “Security Vulnerability Self-Assessment Guide for Small Drinking Water Systerns,”
review the actions you nead o take to improve your system’s security. Note the questions to which you answered “no” on
this workshest. You can use it to summarize the areas where your system has vulnerability concerns. It can also help you
pricritize the actions vou should take to protect your system from vulnerabilities. Make sure to prieritize your actions based
on the most Hkely threats to your water system.
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Attachment 2. Emergency Contact List

We urge all public water systems to adopt an emergency response plan (ERP). Emergency plans are action steps to
foilow if a primmary sowrce of drinking water becomes contaminated or if the flow of water is disrupted, You can
obtain sample ERPs from your state drinking water admindstrator, or from your state primacy agency.

This sample document is an “Emergency Contact List.” It is an essential part of your ERP. It contains the names
and telephone numbers of people you might need to cali in the event of an emergency. This is « eritical document to
have at your disposal at all imes. It gives you a quick reference to all names and telephone numbers that you need
for support In the case of an emergency.

Filling out this Emergency Contact List reminds you to think sbout all of the people you might need 1o contact in an

smergency. It also may encourage you to talk with these people about what yon and they would do if an emergency
were o oocur,

Section 1. System Identification

Public Water System (PWS} ID Number

System Name

TowniCity

Telephone Numbers
System Telephone EveningfWeekend Telephone

Other Contact Information
System Fax Ermail

Population Served and Number of
Service Conneclions People Served Connections

System Qwner (The owner must be listed
as @ person's name)

Name, litle, and telephone number of
person responsible for maintaining this
amergency contact list Name and fitle Telephone

17
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Section 3. Communication and Qutreach
Communication

Communications during an emergency poses seme special problems. A standard response might be to call “9117 for
local fire and police departments. But what if your emergency had disrupted telephone lines and over-loaded cell
phone lines? Talk with your state drinking water primacy agency about local emergency preparedness and solutions
to these problems. Increasingly, state emergency agencies are establishing secure lines of communication with
Timited access, Learn how you can access those lines of commumication if all others fail.

Duireach

If there is an incident of contamination in your water supply, you will nced to notify ths publie and make public
health recommendations (e.g., boil water, or use bottled water). To do this, you need a plan.

+  How will you reach all customers in the first 24 hours of an emergency?

*  Appoint a media spokesperson—a single person in your water system who will be authorized to make all
public statements to the media,

*  Make srrangements for contacting institutions with large numbers of people, spme of whom may be
immuno-compromised:

»  Mursing homes
-  Hospitals

- Schools

- Prisons

21



Attachment 3: Threat Identification Checklists
Water System Telephone Threat Identification Checklist

In the event your water system receives a threatening phone cali, remain caln and try to keep the caller on the line.
Use the following checklist to collect as much detail as possible about the nature of the threat and the description of
the caller,

1. Types of Tampering/Threat:

+ Contamination + Threat lo tamper
+ Biological « Bombs, explosives, ste.
« Chemical + Other {explain}

2. Water System identification:

Name:
Address:

Telephone:

" PWS Owner or Manager's Name:

3.  Alternate Water Source Availabie: YesiNo if yes, give name and location:

4. Location of Tampering:

+ Distrivution = Waler Storage  » Treatment « Raw Water Source « Treatment Chemicals
Ling Facilities Plant

= Other
{explaink

5. Contaminant Bource and Quantity:

7. Date and Time of Tampering/Threat;

8. Caller's Name/Alias, Address, and Telephone Number:

8, Isthe Caller {chack all that applyk:

+ Male « Female * Foul « lierate + Wel Spoken -+ Imralional + Incoherent

22



18. Is the Caller’s Volce {check all that apply):

» Soft « Calm = Angry + Slow * Rapid
+ Slurred » Loud « Laughing + Crying + Normal
« Deesp * Masal + Clear + Lisping « Stuttering
« Ud » High ~ Cracking + Excited + Young
? Familliar {who did it sound like?)
? Accsnted (which nationality or region?)
11. Is the Connection Clear? {Could it have been a wireless or cell phone?)
12, Are There Background Noises?

« Slreet noisses fwhat kind?)

= Machinery (what type?}

+ Voicos {describa)

+ Children {describs)

* Animals {what kind?}

+ Computer Keyboard, Office

+ Motors (describe)

+ Music {(what kind?)

+ Other
13.  Call Receivad By (Name, Address, and Telephone Number):

Date Call Recelved:

Time of Call;
14.  Call Reported fo: Date/Time

148. Actlon{s} Taken Following Receipt of Call:
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Water System Report of Suspicious Activity

in the event personnel from your water system (or neighbors of your waler system) observe suspicious activity, use
the following cheoklist to collect as much detail about the nature of the activity.

1. Types of Suspicious Actlvity:

» Breach of security systems (e.g.. lock cut, door forced
open)

Unauthorized personne! on water system proparly.

LI I |

Prasence of personnet at the waler system at unusual
hours

+ Changes in water quality noticed by customers (e.g.,
change in color, odor, taste) that were not planned or
announced by the water system

+ Other (explain}

2,  Water System dentification:

Name:
Address:

Telephone;
PWS Owner or Manager's Name:

3. AHternate Water Source Available: Yes/No

If yes, glve name and location:

4, Logcation of Suspicious Activity:

« Water Storage
Facilities

« Distribution Line

« Other {(explain):

+ Treatment Plant

* Treatment
Chenicals

+ Raw Water Source

24




§.  If Breach of Security, What was the Nature of the Breach?

» Lock was cut or broken, permitting unauthorized entry.
Specify location

+ Lock was tamperad with, but not sufficiently to allow unauthorized entry,
Specify location

+ Door, gate, window, or any other point of erdry (vent, hatch el¢.) was open and unsecured
Specify location

+ Other

Specify nature and location

6. Unauthorized personnel on site?
Where were these people?
Specify location
What made them suspicious?
» Notwearing water system uniforms

+ Something else? (Specify)

What were they dolng?

7. Please describe these personne! {height, weight, hair color, clothes, facial hair, any distinguishing

marks)

8. Call Received By (Name, Address, and Telephone Number):

Date Call Recelved:

Time of Call:

4, Call Reported teo: Date/Time:

10. Action{s} Taken Following Receipt of Cail:

25
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Certification of Completion

A final step in completing the *Security Vulnerability Self:Agsessment GQuide for Small Drinking Water
Systems” is to nolify the state drinking water primacy agency that the assessment has been conducted. Please fill in
the following information and send this page only to the appropriate state drinking water primacy agency contact 50
that this cettification can be included in the records that the state maintains on your water system.

Public Water
System (PWS) 1D:

System Name:

Address:
Town/City: State:

ZIP Code:
Phone: Fax:

Email:

Person Name:

Title:

Address:

Town/City: State:

ZIP Code:

Phone: Fax:

Email:

I certify that the information in this vulnerability assessment has been completed to the best of my knowledge and
that the appropriate parties have been notified of the assessment and recommended steps to be taken to enhance the
security of the water system. Furthermore, a copy of the completed assessment will be retained at the pubic water
system, in a secure location, for state review gs reguested.

Signed Date

Please send this page only to the attention of the State Drinking Water Primacy Agency.
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F o 1 United States QOffice of Solid Waste EPA 550.-F-01-005
i, Environmental Protection and Emergerncy Response August 2001
\ ’ Agency {(5104) www.epa.goviceppo

LEPCs and Deliberate Releases:

Addressing Terrorist Activities in the Local Emergency Plan

CEPFl#)

In recent vears, the threat of terrorist incidents Involving chemical and biological
materials has increased. Local emergency planning committees {LEPCs) should
consider the possibility of terrorist events as they review existing plans and
consider how to incorporate counter-terrorlsm (CT) measures into their plans. CT
planning and preparedness Is often an extension of existing actlvities, rather than
a totally new effort. This factsheet discusses how LEPCs can incorporate CT
issues when they review and update their local plans. This factsheet builds on the
National Response Team’s Hazardous Materials Emergency Planning Guide (NRT-
1} and supersedes "Thinking abut Deliberate Releases: Steps Your Community
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Can Take.”

BUILD ON CURRENT
ACTIVITIES

Local emergency planning committees
{(LEPCs), established under the
Emergency Flanning and Community
Right-to-Know Act (EPCRA), prepare
and maintain comprehensive emergency
plans. These plans address the
extremely hazardous substances listed
under EPCRA as well as thousands of
hazardons chemicals for which OSHA
requires Material Safety Data Sheets.
Many LEPCs are already addressing
CT, even if they do not use the word
“terrorism.” ¥ you have developed 2
plan for possible accidental releases of
chemicals in your corarmunity, you can
use the same general planning
principles for delibetate releases caused
by terrorists. ¥ou may need to spend
some time considering biological
agents, This factsheet includes some
suggestions for how you can modify
your current activities to include
deliberate chemical and biological
releases.

MAINTAIN BROAD-BASED
MEMBERSHIP

LEPC membership includes 2 wide
variety of stakeholders, such as elected

State and local officials; police; fire, civil
defense, public health, environtnental,
hospital, and transportation officials;
representatives of facilities where chemicals
are stored or used; comumunity groups;
public works departments; and the media.
Tdentify any specific roles each of these
groups might have in the event of a terrorist
attack. In addition, you might add a few
new members who would bring specific
expertise during a release involving
biological agents {(e.g., the coroner,
morticians, chemisity and biology labs,
university experts).

UPDATE AND REVISE YOUR
PLANS

LEPCs should review their emergency
response plans annually. Before you begin
specific consideration of CT issues, ensure

_ that your emergency plan is up-to-date.

Simply adding CT materials to an outdated
plan will not create an effective emergency
plan. For example, review your plan for
outdated contact information, unique
hazards presented by facilities that may
have been constructed after the emergency
response plan was first writien, or new
public works facilities. Also review the
annual inventory reports filed under
EPCRA Section 312 fo determine if new
chemicals or hazards are present in your
community.

Chemizal Emergency Preparsdness ond Prevention Offfce
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In addition, check Risk Management Plans submitted
by facilities in your commusity to ensure that you
address the specific hazards identified by each facility.
After you have generally updated your plan, consider
adding information and procedures related to potential
terrorist incidents involving weapons of mass
destruction (WML). Table 1 (page 6) defines each
-type of WMD and explains the consequences and
response difficulties associated with each type.

One overall difference in dealing with a WMD incident
is that law enforcement officials will be involved in the
response as investigators. Officials from local, State,
and Federal agencies will be on the scene of an incident
io collect evidence and interview survivors, Their
priorities may create emergency response coordination
challenges that your LEPC should address in its plan.

This portion of the factsheet suggests changes vou can
make to specific sections of your emergency plan.

Emergency Contact Information

In the event of a terrorist incident, rapid and secure
communications will be crucial to ensure a prompt and
coordinated response. Your plans should include
current contact information for fire, emergency
mexdical services (EMS), law enforcement, medical,
and other local departments and supporting
organizations. Contact information for State officials,
including those at public health agencies, the State
Emergency Response Commission (SERC), State
Police, and emergency management agencies also
should be inctuded,

The emergency assistance telephone roster in your
emergency response plan should include regular phone
numbers, cell phone numbers, pager numbers, and
other emergency contact information for those
individuals (Federal, State, local, and private sector)
who have specific CT functions. The National
Response Center (NRC) continues to be the sole
Federal point of contact for reporting oil and chemical
spills, and now provides the service of the Chemical
and Biologica! Hotline. The NRC telephone number
{800-424-8802) should be part of your emergency plan.
NRC Duty Officers take reports of actual or potential
domestic terrorism and link emergency calls with the
Department of Defense (DOD) for technical advice on
dealing with weapons of mass destruction and with the
FBI to initiate the Federal

response actions. The NRC also provides reports and
notifications to other Federal agencies as necessary,
All local plans should also include contact information
for the local FBI Field Office.

Response Functions

Incident Command/Unified Command. Your

emergency plan should address direction and control of
responders in the event of terrorist attack. Local
responders respond to an incident scene and should
notify local, State, and Federal authorities if terrorism
appears to be involved. Local respotse authorities
{such as a senior fire or law enforcement official)
should establish control of the incident scene. The
Incident Command Systern (ICS) that is initially
established will likely transition into a Unified
Command (UC). The UC structure used at the scene
will expand as mufual-aid pariners, and State and
Federal responders arrive to assist with response
operations.

The FBL is the overall Lead Federal Agency (LFA) for
a domestic terrorist incident invelving WMD and will
lead the crisis management activities (including law
enforcement activities} of the response.

The Federal Emergency Management Agency (FEMA)
is the Jead agency for coordination of Federal support
to State and local responders during consequence
management activities of the response. Although the
FBI is always involved in response to a credible
terrorist threat or attack, FEMA support is provided
only after a Presidential declaration, typically after
State and local agencies request their assistance.
Consequence management includes measures to protect
public health and safety after an explosion or release;
restore essential government services; and provide
emergency relief to governments, business, and
individuals, When crisis management activities have
been completed, the U.S. Attorney General may
transfer the overall Lead Federal Agency role to
FEMA. EPA, the Department of Health and Human
Services (DHHS), and DOD also have specific CT-
related functions. EPA’s role in counter-terrorism
activities is described in a factsheet by that name,
available at www.epa.gov/ceppo/ct-publ.himi#factsheet.

Chemizak Emergency Preparedness and Prevamion Office
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Public Information. Rapid and secure communications
help to ensure aprompt and coordinated response to
terrorist activities. Therefore, strengthening
communications among emergency responders, law
enforcement officials, clinicians, emergency rooms,
hospitals, and mass care providers is extremely
important. Your emergency plan should include the
use of accurate and timely public notification measures
and warning systems in the event of a terrorist attack.
Waoik in advance with local news media representatives
to ensure their cooperation at the time of an incident.
Ongoing communication of accurate and up-to-date
information will help calm fears and limit the effects of
the attack. The FBI will establish a Joint Information
Center (JIC) to coordinate the collection and
dissemination of public information.

EPA’s Role in the Federal Response Plan

The multi-agency disaster response program that
helps states during and after a disaster is the
Federal Response Plan (FRP), which groups
Federal assistance into 12 functional areas called
Emergency Support Functions (ESFs). EPAis
the primary agency for ESF 10, Hazardous
Materials, which provides for a coordinated
response to large-scale releases of hazardous
materials by incorporating the response
mechanisms of the National Contingency Plan
{NCP). EPA assists in determining what sort of
hazardous substance nmy be, or has been,
released in a tervorist incident, and follows up
with response to the incident, assisting with
enviroranental monitoring, decontamination, and
long-term site cleanup.

Activities of human services organizations, such as the
Red Cross, should be included in the emergency plan.
Amaong other activities, these organizations may use
public information systems to provide human services
information to the community, perform crisis
counseling, provide insurance information and
assistance, and provide translation services.

Public and First Responder Health and Safety. Your
emergency plan should address public health and
medical issues as they relate to terrorist events. The
plan should include procedures to identify and treat
victims, store and distribute antidotes, and handle
fatalities. Mass care issues that may be different during
a terrorist WMD event include decontamination,

multihazard/multiagent triage, mortuary services, and
notifying and working with families of any fatalities.

The emergency plan should also consider the personal
safety of emergency responders in the event of 2
terrorist attack. A terrorist chemical, biological, or
radiological release may not be immediately known or
apparent. Caregivers, emergency response and law
enforcement personnel, and other first responders are in
danger of becoming casualties before anyone realizes
that a crime has occurred. Incidents could escalate
guickly from one scene to multiple locations and
jurisdictions.

The emergency plan should be flexible enough 1o
accornmodate evacuation or in-place sheltering,
Evacuation may be required outside the perimeter of
the scene to guard against further casualties from
contamination by 2 released agent or from the
possibility of additional WMD. In-place sheltering
may be required if the area must be quarantined or if
people are safer in & particular location.

Hazards Analysis

The hazards analysis section of an emergency plan
should identify potential hazards, determine the
volnerability of an area as a result of hazards, and
assess the risk of 2 hazardous materials release or spill,
In the identification step, you should consider
explosive, chemical, biological, and nuclear WMD as
potential hazards,

As you conduct your hazards analysis, identify
potential targets and review their vulnerability to
attack. Consider the population, accessibility, iropact
on daily lifs, economic impact, and symbolic value of
areas at risk, Terrorists and criminals who want to
attack a particular group based on a conflict with their
personal beliefs might target Federal, State, or local
govermnment offices and facilities, health clinics, or
religious structures. Those who want to causs
maximum casualties might target public gathering
places (such as sports and entertainment complexes or
tourist attractions), modes of transportation (such as
buses and trains — including subways), routes of
transportation(including bridges), or transportation
facilities (such as airport terminals). In order to
damage infrastructure and interrupt day-to-day
functions, a terrorist might target nfilittes or water and
wastewater treatment plants, LEPCs should also
consider emergency procedures in the event of

Chemical Emergency Preparedness and Provention Office
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multiple, or simultaneous, terrorist attacks. Terrorists
might target first responders (e.g., fire houses, police
department offices, response vehicles, and individuals)
to hinder them from responding to another terrorist
incident. A terrorist may seek to transform a target into
a weapon by focusing on facilities that handle
explosive, toxic, or volatile chemicals,

Because most public buildings and public areas must be
accessible fo everyone, they are highly vulnerable to
attack. Other facilities, such as water treatment plants
and industrial facilities, especially those with chemical
or explosives storage, should have site security
measures in place. You may want to discuss site
security measures with these facilities to ensure that
they are adequately protected. You may want to ask
the facility the following questions:

» Is the facility or critical equipment and chemicals
protected by fences or buildings?

»  Are there systems to detect intruders {e.g,, patrols,
video surveijllance)?

« Are there alarm systems?

« Isaccess to the critical areas controlled?

Do not, however, include details of the security systems
in your emergency plan, because it is available fo the
general public.

Public works facilities and workers will assume a
support role, if so requested by State and local
agencies, This support role might include damage
assessment, debris clearance, search and rescue, traffic
control, restoration of lifeline systems, building
inspection, provision of potable water and sanitation
services, and flood control.

For more information on site security, read CEFPO’s
Chemical Safety Alerts Chemical Accident Prevention:
Site Security (EPA K-550-F00-002) and Anaydrous
Ammonia Theft (EPA-F-00-005), available at
www.epa.gov/ceppo/p-small. htm#alerts.

Mitigation Procedures and Ongoing Assessment

Mitigation procedures and ongoing assessment involve
consequence management activities to assess and
protect the public from further exposure to hazards
presented by terrorist activities. Public health officials,
hazmat tzams, coroners and/or medical examiners, and
criminal investigators should work together to mitigate
residual hazards as well as identify potentially large

numbers of fatalities. Federal assistance should be
available to support this task. Ongoing assessment
activities may include environmental sampling of air,
water, and soil, and insect and animal screening for
chemical, biological, or radiological agents.

The criminal investigation of a teprorist attack will be a
joint effort that includes many agencies. In the event of
a biological attack, an epidemiological investigation
may also be performed to assess the distribution of
cases and sources of outbreak. The emergency plan
could inchude a checklist of bagic questions to ask when
conducting interviews with victims in hospitals, sick
officers, and other individuals in affected popuiation
groups, (I may be necessary to train people in how to
ask such questions appropriately in stressful
circumstances.)

Eguipment

Your emergency response plan should include standard
operating procedures on when to use specialized WMD
response equipment. Local responders should be
trained to use, maintain, and calibrate this specialized
equipment, The Department of Justice’s Office for
State and Local Domestic Preparedness Support
{OSLDPS) provides equipment grants and technical
assistance to eligible communities. Visit their website
at http:/fwww.ojp.usdoj.gov/terrorism/funding htm for
maore information and grant application kits.

Training

The 1996 Nunn-Lugar-Domeniei (NLD) legislation
authorized funding to form a Domestic Preparedness
(DP) training initiative. This initiative was recently
transferred from DOD fo the Departrment of Justice
{DOJ), and includes a range of specialized courses,
from basic awareness to discipline-specific advanced
level training and exercises.

Training is available for identified cities and is directed
af a broad spectrum of emergency responders from a
variety of response disciplines, including fire,
hazardous materials, law enforcement, emergency
medical services, public health, emergency
management, and public works. Additional advanced
level courses involving the use of real-time
experiences, live agents, and explosives are taught at
cutting edge training facilities,

Chemical Emergency Preparedness and Prevaurion Qffice
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The NLD DP Program also includes three exercises: a

chemical weapons tabletop, a biological weapons For More Information:

tabletop, and a chemical weapons full-scale exercise. Contact the EPCRA Hotline at:

Both types of exercises allow participants to test their (800) 424-9346 or (703) 4129810

knowledge and training, as well as increase the overall TDD {800) 553-7672

preparedness of responders across the jurisdiction. Monday - Friday, 3 AM to 6 PM, EST

FEMA independently offers the following: Visit the CEPPO Home Page at:
www.epa.goviceppo/

+ Course materials on WMD and preparedness and

response for terrorist incidents that can be
downloaded from www.fema. gov/emiftermng.htm,

+ A temrorism consequence management course at
their Mount Weather Emergency Assistance Center,
Contact the training officer in your State Training
Office of Emergency Services for information on
course schedules and application procedures. A list
of offices and contact information is located at
www.fema gov/iemi/stirgo.him,

« Information on the Incident Command System (ICS)
fraining conducted by each State Training Office of
Emergency Services, Visit www fema.goviemi/
arers.htm for more details.

» In conjunction with the National Fire Academy, an
independent study course in emergency response to
terrorism, located at www.ferna.gov/emiforslisthtm,

RESOURCES

LEPCs seeking assistance in terrorism-related
emergency planning should begin with their SERCs.
The SERC can direct LEPCs to appropriate assistance
at the national and State level, and may be able to
facilitate LEPCs in a given region working together to
address possible terrorist activities.

There are currently many Federal agencies involved in
some aspect of connter-terrorism, Many of these
agencies support websites. Because of the continual
changes in the world of CT, however, many websites
become outdated or are even discontinued without
warming. Therefore, we recommend that LEPCs
consult EPA’s Chemical Emergency Preparedness and
Prevention Office (CEPPO) website at
www.epa.goviceppo/cntr-ter.ltml. This address is
updated every two months and includes the latest links
to the following types of information: Federal
departments and agencies, health and medical,
technical information and resources, and infernational
sources.
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Table 1
Weapons of Mags Destruction (WMD) Definitions, Consequences, and Response Difficulties
Type of Definition (according to Title 18, | Consequences HRespense Difficulties
WMD USC 23322)
Explosives Any explosive, incendiary, or Deaths, injuries, damaged Similar to that of other explosions
poison gas bomb, grenade, rocket | sfructures and large fires '
... missile ... mine or device similar
to the sbove
Chemical Poison gas, blister gas Deaths, injuries, possible Similar to accidents planned for in
contamination, possible long- | current LEPC emergency response
term effects plan, but could be more exiensive
in effect (e.p., VX releaseina
erowded convention cenfer or
school}
Biological Any weapon involving a discase Deaths, injuries, Agents may be unknown; Locations
organism contamination, long-term, far- | may vary and multiply as people
reaching geographic effecis travel
Nuclear Any weapon that is designed to Deaths, injuries, Similar to that of other explostons
release radiation or radicactivity at | contamination, possible long« | and large fires plus radiation; could
# [evel dangerous to human life term, far-reaching effects have long-term far-reaching effects
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INTRODUCTION

The purpose of this guidebook is to assist the drinking water system management
prepare a disaster and/or emergency response plan. It is not meant to be a guide for
routine complaints or system maintenance problems. These issues should be dealt
with by policy established by the drinking water system management.

A disaster or emergency can strike any drinking water system at any time. In
preparing your response plan keep in mind that when, nof if, an emergency or
disaster occurs, drinking water will become one of the top priorities in emergency
medical services, fire fighting, sanitation, and general recovery of the emergency or
disaster.

In designing your response plan keep if as simple and practical as possible. A
complicated plan will only add to the confusion, and that's exactly what you don't
want to happen!

After you have designed your drinking water system’s "Emergency Response Plan,”
train the system personnel. Mistakes made during training and rehearsals don't cost
much, but mistakes made during the "real thing” could easily cost lives! Re-training
or rehearsing the emergency response plan every 6 months will help new personnel
become familiar with their role in the emergency plan, and will remind the
experienced personnel of their role and perhaps identify areas of the plan that need
improvement. Tabletop exercises are excellent ways to rehearse each individual role.

There are excellent training resources available to assist you in developing your
emergency response plan. The American Water Works Association publishes a
manual entitled, Emergency Planning for Water Utility Management (M19), which
is available as well as an excellent video entitled, Emergency Planning: The Big
- Picture for Water Utilities. These and other helpful publications are available by
contacting the American Water Works Association at 1-800-926-7337.

The Rural Water Association of Utah, the Intermountain Section of the American
Water Works Association, and the Division of Drinking Water can provide additional
assistance.



NORMAL PROBLEMS

During the course of normal operations a drinking water system will have problems-
some minor, some major. :

Take, for example, a major backflow incident:

»  What should I do? Should I notify the public? If yes, do I just notify the area
that is contaminated or everyone on the whole system? And how do I go about
putting out an emergency notice to my consumers?

*  Should I flush the system now, or isolate it, or get sample resulis first?
Should Ilet anyone know about the problem (Local and/or State Health
Departments), or should I keep it to myself? '

These are the questions that should be thought out now! And a plan must be drawn
up and used when a problem occurs that will directly affect the safety of the drinking

water system. This bookiet will help design such a plan, and help you plan for a major
emergency or disaster.

ORGANIZATION

Lines of Authority

Initial reaction to any emergency or disaster will be confusion. Therefore, a pre-
plarmed line of authority, including alternates in case the key people are unavailable,
must be designed and ready for immediate implementation, with those individuals
in these positions being aware of their designated authority during an emergency
operation.

An office or area should be set aside and designated as an Emergency Command
Center. The Command Center should be equipped with telephones, radios, drinking
water system maps and records and any other emergency equipment, which may be
needed. During any emergency situation the Emergency Command Center would be
activated and the personnel listed below would report for duty to the Comamand
Center rather than their individual offices.



" Types of authority positions could include:

1.

3.

Emergency Coordinator: This individual would coordinate all emergency
actions, water system personnel and equipment within the drinking water
system. The Emergency Coordinator will also coordinate with the law
enforcement, fire fighting, medical personnel, and any other requests for aid,
volunteer efforts, mutual assistance (other neighboring water system personnel
or equipment and any contracted private assistance) (the Emergency
Coordinator is usually the Water Superintendent or equal).

Public Relations Coordinator: This individual would be responsible for news
releases to the media, issuing emergency information bulletins to the public,
and act as liaison between the drinking water system and general public in
answering questions and addressing concerns (the Public Relations
Coordinator is usually the Mayor or Public Relations Specialist).

It is essential that the Emergency Coordinator and the Public Relations
Coordinator work closely together. It is also important that they be separate
individuals because at the onset of any emergency a lot of people need to be
mobilized in a coordinated effort (directed by the Emergency Coordinator} and
the press and public need answers to their questions. Initially the Public
Relations Coordinator will probably only be able to say, "This event has
occurred, and we are taking the following actions, {list the actions), and we will
report more as we know more". The Emergency Ceordinator will then feed
information from the field to the Public Relations Coordinator, who then
responds to the questions and concerns of the public and news medjia.

Assessment Coordinator: This individual would coordinate the inspection of

. all drinking water system physical facilities to determine the degree of damage

to the facility and in coordination with the Emergency Coordinator, prioritize
the repair, replacement or abandonment of any system physical facilities.

Crew Foreman: This individual would coordinate, supervise and schedule
personnel, equipment and materials to facilitate the repair or replacement of
critical drinking water system facilities which have been identified and
prioritized by the Assessment and Emergency Coordinators. There may be
several Crew Foremen if there are multiple sites of concern, or multiple crews
working in the field.

For some very small water systemns, all of these functions may be the responsibility of
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one individual. In those situations, Board or Council members, clerical staff or even
other interested volunteers must be trained and knowledgeable about the system and
the response plan in the event that the operator is unavailable to respond during an
emergency.

Classification of the Emergency or Disaster

Classifying the degree of the emergency or disaster will help in properly prioritizing
activities and speeding the response time to implement the response plan. The
classification phase, conducted during a training exercise will also be helpful in
designing the training of the drinking water system personnel in their part of the
emergency plan.

Remember that mistakes made during the training don't cost much, but mistakes
made during the "real thing" could cost Hves!

The classification of the emergency or disaster will be the decision of the Emergency
Coordinator, which will be communicated by radio and/or telephone to the other
personnel of the drinking water system: -

LEVEL I- NORMAL (ROUTINE): Personnel and equipment presently on duty can
handle system problems. The "Emergency Command Center" not activated or
manned.

LEVELIl - ALERT (MINOR EMERGENCY): Personnel and equipment presently on
duty can handle system problems, but may require off duty or additional personnel
to be put on alert, be re-routed to other than their normal working areas, or work
additional shifts. The "Emergency Command Center" activated and manned.

LEVEL Il - MAJOR EMERGENCY: Problems somewhat beyond the capabilities of
the drinking water system personnel and equipment, and may require a
"Declaration of Emergency" to authorize shortcut procedures. Requires employees
to work additional shifts and may need additional assistance of personnel and
equipment, either by mutual aid or private contracts. The "Emergency Command
Center" activated and manned.

LEVEL IV - DISASTER: Problems clearly and immediately beyond the capability of
the drinking water system. Recovery time will exceed one week, costs will be great,
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large amounts of assistance of personnel and equipment by mutual aid or private
contracts will be required, extended shifts will be needed for at least one week. A
"Declaration of Emergency" will be required; the "Emergency Command Center"
activated and manned.

Eacility Damage Assessments

The "Assessment Coordinator" will determine the preliminary damage assessment
priorities. The physical status of all physical facilities must be assessed. The need to
repair, replace, or abandon drinking water physical facilities is required at this point.
Be sure to include an estimate of cost, including manpower and equipment, to restore
the facility in order to help prioritize the repair work.

The Assessment Coordinator must consider the possible after effects of the repairs
or replacement of the facilities, on the integrity of the drinking water system itself
after the emergency. For example, a structural repair to a water storage tank may
introduce chemical or bacteriological contamination into the drinking water.

Reservoirs: Check for seepage, leaks, cracks or problems with the reservoir itself.
Landslides, embankment slumps, broken inlet-outlet pipes or underdrains could
effect the stability of the resexvoir itself. Estimate the remaining amount of water
in the reservoir.

Deep Wells and Booster Pumps: Check power supplies, pump or motor failures,
physical damage to piping or elecirical controls. Check the building or structure
for integrity of pump operations.

Distribution and Transmission pipelines: Check all air vacuum relief valves. Check
for visible leaks, cracks, breaks, and pressure loss in pressure zones. Check

- automatic valve failure {pressure reducing, pressure sustaining, pressure relief,
high altitude, solenoid controlled, etc) and all other facilities that would be useful
in gauging the integrity of underground piping, including fire hydrants. Identify
pressure zone valves and isolation valves in order to supply, divert, or isolate
drinking water in the system.

Drinking Water Treatment Plant: Check the quality of the influent and surrounding
water shed for signs of chemical spills or releases, and any changes in the raw



water quality, dosage rates of chemicals, disinfection levels and all equipment.
Also check for any structural damage within the facility along with the power
supply, electrical equipment and the condition of the mechanical equipment.

After the completion of the preliminary damage assessment the Assessment
Coordinator and the Emergency Coordinator will then decide which damaged
drinking water facility receives priority repair or replacement. This process of
assessment and response coordination is usually quite informal and is facilitated by
the nature of the emergency. For example, a staff member is informed of, or discovers
a situation; he then reports it to his supervisor (the Emergency Coordinator) who then
agrees with or expands the assessment and directs the employee to do some action.
The Emergency Coordinator then works on mobilizing additional resources and sets
up the command center.

The determination of priorities should be based on:

The unique design of the drinking water system.

Medical/emergency care requirements.

Drinking water and sanitation needs of the public.

Fire fighting requirements.

How much good drinking water is remaining in the system reservoirs?
How to transport that water to where it is needed the most.

SN S A

Pre-planning in this area could save the Assessment and Emergency Coordinators a
lot of worry and hassle. If the situation is thought through clearly now, rather than
during an emergency, much better decisions will be made.

MAP OF THE DRINKING WATER SYSTEM AND FACILITIES

In your emergency response plan, inventory your system and identify the elements
that would be most susceptible to damage in any emergency situation. Consider the
different types of emergencies such as earthquakes, floods, explosions, traffic
accidents, sabotage, and fires. Also consider susceptible facilities such as:
underground storage tanks, booster pump stations, high pressure zones or areas, or
any other facilities that are readily susceptible to damage and are also of a high repair
priority. Also identify pressure zone valves and isolation valves to be used to divert,
supply or isolate drinking water.
IMPLEMENTATION



General Information

Announce to employees the activation of the Emergency plan, using radio, telephone,
or by any other means and have employees meet at their designated staging areas.

Maintain a writfen log of messages and directives given during the emergency. This
will help reduce confusion in the Emergency Operation Center and will also help in
preparing the "After Emergency Follow-up Report®, particularly if outside aid and

assistance were requested. -

Plans should be in place for the use of volunteers who may show up to help. Water
system personnel should supervise volunteer work so that it can be done safely.

Document the cost for supplies and equipment. Tracking all of the labor performed
by system personnel and volunteers is essential in the event an emergency is declared
a disaster. This will help in receiving reimbursement money from State and Federal
agencies. :

Individuals responding to telephone and other contacts must be briefed on the proper
response to give customers and concerned callers. All information released mustbe
coordinated through the Emergency Coordinator. Everyone contacting the agency
should receive the same information.

Ensure that radio communication is limited to vital messages only. Direct and control
radio channels by stating call number and announcing an emergency message is to
be sent.

Liaison personnel should report to the proper Emergency Operation Center (City,
County, District). Maintain communication with the EOC by making status reports
at least once per hour during the emergency, however, some emergencies may require
more frequent reporting.

Emergency Medical Facilities

Maintain a roster of emergency medical treatment facilities in your area for ease of
maintaining drinking water supplies, transporting drinking water from another
source, or transporting injured personnel. A source of drinking water {even bottled
water) will be critical to emergency medical centers.
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Emergency Assignments

Ensure all personnel are aware of the drinking water system emergency response
plan, and their part in it. Personnel must be aware of the level of the emergency,
staging areas, lines of authority, and their direct place within the organization.

In the event of an emergency or disaster, the employees will naturally take care of
their families first. Provisions should be made to assure water system personnel that
their immediate family members have been accounted for. Plans should include
assisting employee’s families in getting food, water, shelter and clothing. Employees
will be better focused once their families have been taken care of.

Staging areas should be set up so all persornnel know where to report to work when
they are able. Alternate areas should be assigned in the event a staging area is unsafe.

Emergency Personnel Roster

Maintain a roster of personnel within the drinking water system for emergency
response notification. This list must be updated with the individual's name, address,
phone number, emergency job assignment, and primary staging area.

Issue identification cards to those employees who may require access to private
property, cross police or fire lines, or who are authorized to request or grant mutual
aid. This roster will ensure proper lines of authority and communication is being
used.

During the emergency, be sure ALL personnel working in the drinking water system are
placed on a duty roster, and appropriately tracked. This will ensure that they are being
rotated for rest and food, and to keep track of where they are within the drinking water
system should they be needed elsewhere, or should they get injured and need help.

Fire Fighting/Law Enforcement Agencies

Maintain an updated listing of contacts within the local and neighboring fire fighting
and law enforcement agencies, including their phone numbers and Emergency
Operation Center personnel, radio frequency, radio call signs and the EOC phone
numbers. This listing and coordination will be critical for cooperation of the limited
facilities and materials, particularly personnel, during the emergency.
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Maintain a current State and County Emergency Operation Center listing within your
area. These agencies can help provide technical expertise, personnel, equipment and
laboratory liaison.

PRIORITIZE WORK/REPAIR NEEDED

General Information

Be aware that fire-fighting activities will seriously deplete drinking water supplies.
This may mean that drinking water will have to be imported from other systems into
your area. It can also mean that contamination could be drawn into the drinking
water system due to low or negative pressures. Consequently, the drinking water
system management should consider this situation and plan for contingencies. Asa
worse case scenario, preserve the remaining watler in storage! If need be, limit fire
fighting capabilities in critical water shortage areas. The fire fighters won't like it, but
drinking water is top priority.

Isolate areas that will take the longest to restore service and arrange for emergency
water distribution:

LR 3 J
seee s Establish drinking water distribution points and ration remaining
water.
 Locate bottled water distribution points to serve immediate water needs.
» Arrange for trucks and trailers with water tanks (National Guard Units)
for water distribution.

Identify the areas that can be served with a minimum of repair and then prioritize the
other service areas that will need more extensive repair.

Every area has its own general type of emergency or disaster, earthquake, periodic
flooding and etc. Therefore, you can identify areas that will be more susceptible to
damage and even, to an extent, what type of damage the area will have.

Set pricrities on the repair work. In so doing, consider the following:

* Prepare a plan to restore each service area.
* Planto restore the service areas one by one, not the entire system at once.
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¢ Get input and advice from other agencies (local, county and state) on
essential uses.

* Take into account the condition of the transmission lines from the water
sources.

* Keep in mind the need for fire fighting (even if it will be limited).

* Determine if imported water is available and how to distribute it.

* When the repairs exceeds the capabilities of your water system, notify the
County or State Emergency Operation Center for assistance and
coordination of assistance,

Possible Emergency Materials and Equipment

Maintain a current listing of those agencies, private companies or manufactures
within your local area that can provide assistance during an emergency. This
assistance can be in materials, equipment, vehicles and/or trained personnel.
Maintain emergency agreements or contracts with these private companies so they
are aware of their part of your emergency plan, and that basic costs of materials or
equipment have been agreed upon, and who is authorized to activate those
agreements or contracts. Maintain these agreements and contracts at the Emergency
Operation Center for quick access. Willingly agree to assist neighboring water
utilities in the event they have an emergency.

Maps of Critical Water Needs by Service Areas

Maintain an updated map of critical water needs within each service area and
maintain the maps at the Emergency Operations Center. The maps should include the
locations of fire fighting equipment, medical facilities, preplanned imported water
distribution points, pressure zones, booster pumps stations, and drinking water
sources.
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DISPATCHING PERSONNEL AND EQUIPMENT

Emergency Assignments

Ensure every affected individual is aware of the drinking water system's emergency
response plan and their part in it. Personnel must be aware of the level of emergency,
staging areas, lines of authority, and their direct involvement within the emergency
organization.

The Emergency Coordinator will advise the Crew Foremen as to the work

assignments. The Crew Foremen will assign additional personnel (including
volunteers) to the work crews, as needed.

Emergency Personnel Roster

Maintain a list of personnel within the drinking water systemn's emergency response
plan and their slot within the emergency organization, This list must be kept updated
with the individuals home phone number, address, and primary and alternate staging
areas.

Issue identification cards to those employees who may require access to private
property, cross fire or police lines, or those who are authorized to request or grant
mutual aid and assistance. This procedure ensures proper lines of authority are being
used.

Ensure that every person working within the drinking water system, including all
volunteers, are placed on a personnel roster which is organized by work crews, and
maintained at the Emergency Operation Center. This will help ensure ali personnel
are being rotated for rest, food, and to keep track of where they are within the system
should they be needed elsewhere, or if they get injured.
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REQUESTS/RESPONSE FOR EMERGENCY AID

Authorization to Request and to Provide Assistance

Pre-authorization of the position to request or to provide emergency assistance within
the drinking water system would enable the Emergency Coordinator the latitude to
ensure all possible areas of assistance have been involved within the response effort.

The elected officials of the drinking water system should do this pre-authorization,
‘with advice from legal council. It should be passed as an ordinance or policy so that
the designated person has the authority in writing for confirmation if needed.

Commercial Suppliers of Equipment Materials

A listing of commercial suppliers of equipment and materials within your local area
should be kept up-to~-date and available to the Emergency Coordinator.
Neighboring Agencies and Agreements

A listing of neighboring drinking water systems and government agencies and contact
people within them should be kept at the Emergency Operation Center. This list
should include the types of specialized equipment, vehicles and trained crews that
would be available if needed during an emergency. A bilateral agreement of
Emergency Aid and Mutual Assistance should be negotiated with these systems and
agencies.

PUBLIC NOTIFICATION/PRESS RELEASES

General Information

The release of information to the public and news media must be accurate and issued
through the Public Relations Coordinator. The type of information given will vary
with the drinking water system and the type of emergency, but a generalized list must
include:

¢ Centralized New Releases and statements to avoid contradictory or
confusing statements.

¢+ When responding to questions make only factual responses, never guess,
speculate or exaggerate, If you don't know the answer to a question, tell
the reporters "I don't know", and then give them an indication of when
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you might know or an explanation as to why the answer is unknowable.
Inform the public of any possible contamination of the drinking water
and resulting boil orders.

Inform the public of the availability and location of alternate sources of
drinking water.

Implement drinking water rationing.

Arrange for an escorfed news media tour. Only those media
representatives who have proper identification should be allowed within
the work areas or facilities, and only with an escort. These tours must be
pre-authorized by the Emergency Coordinator and Public Relations
Coordinator. For safety reasons, do not allow the news media to wander
around the work sites.
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RECOVERY CHECKLIST

Designate a Post Emergency Coordinator

The Post Emergency Coordinator's duties would include the following:
* Document all contracts, agreements and emergency work or materials
used during the emergency to ensure proper payments and
reimbursements.

» Conduct a detailed safety inspection of the drinking water system facilities.

* Coordinate the completion of all emergency repairs and schedule
permanent repairs to the service area.

+ Notify key agencies (local and state health departments) of emergency
repair status and the scheduled completion of the system repairs.

* Release repaired facilities and equipment for normal usage.

* Replace or authorize replacement of materials and supplies used during
the emergency.

Complete permanent repairs and replacements of the system facilities.

———
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This emergency response guidebook was written as a guide for the drinking water
system personnel to help them prepare and maintain their own emergency/disaster
response plan. Because each drinking water system is so unique, it does not cover
every aspect of a response plan; therefore, a response plan must be designed by those
individuals who are directly involved in maintaining that particular drinking water
system.

If we can be of any service or assistance, either in the design of the emergency
response plan or the implementation of it please call us any time. Our emergency
phone number is:

(801) 536-4200 or 536-4123

Good luck, and let's hope we never have to impleﬁxent a response plan, butlet's be
prepared just in case!

Department of Environmental Quality
Division of Drinking Water
150 North 1950 West
Salt Lake City, Utah 84114-4830
(801) 536-4200
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National Infrastructare Protection Center

Swarming Attacks:
Infrastructure Attacks for Destruction and Disruption

July 2002

Summary

The potential for compound cyber and physical attacks, referred to as swarming
attacks, is an emerging threat to U.S. critical infrastructure. Trends in activity of both ter-
rorist groups and protest groups indicate that this type of attack may be used to augment
either destructive or disruptive actions, respectively.

ntroduction

Political protests and terrorist attacks over the past year have raised the serious
possibility of aftacks directed at disrupting specific sectors of the U.S. infrastructure, Pro-
tests around the world against globalization, Western corporations and governments, and
U.8. policies have become increasingly organized, violent, and disruptive, Terrorist at-
tacks, especially those of Septernber 11, 2001, have demonstrated an increasing level of
complexity and destructiveness. Both of these frends indicate a natural progression to
swarming attacks: coordinated attacks using different methods against a target and the
surrounding infrastructure to cause multiplied or cascading effects.! A likely form of
swarming attack is one in which an attacker uses cyber means to enhance the effects cre-
ated by a traditional physical attack, such as a bomb. Terrorists or violent protestors may
initiate the cyber component of a swarming attack well before the physical component
and may execute it sitnultaneously with the physical attack or as a follow-up to a physical
attack. Understanding swarming aftacks requires knowledge of recent trends in terrorism
and protests that has lead to this phenomenon, the potential effects of such attacks, and
the probability of these types of attacks.

! The term swarming was used by Willizm B. Scott, “Nation’s “infosec gaps® given new scrutiny post-
September 11,” Avigtion Week & Space Technology, 156(43:59, Scott describes “swarming” as a cyber
attack conducted simmultaneously with other kinds of attacks.
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The Foundation of Swarming Atfacks

Terrorist groups and global protestors have displayed paralle]l trends in recent
years that could lead both to engaging in swarming attacks. Both have become more so-
phisticated in their activities, more familiar with technology, and more innovative in their
targeting. Although terrorists have not yet conducted cyber attacks and protestors have
not directly targeted infrastructure, trends indicate that attacks on cyber components of
the infrastructure are likely.

Trends in Terrorism
Increased Complexity

The last decade has witnessed a natural progression in the complexity of how ter-
rorist organizations have coordinated and carried out attacks.

+ The first level of complexity is where a group uses the same attack method
{e.g., 2 bomb or hijacking) at the same location but with the phases of the attack timed
sequentizlly. For example, in 1996 the Irish Republican Army (JRA) detonated a car
bomb inside the British Army Headquarters installation at Lisburn, Northern Ireland. Be-
tween 5 and 10 minutes after the first bomb exploded a second car bomb exploded out-
side the base medical center (targeting existing victims and emergency services).

« The next level is represented by the ability to coordinate the aimost simultane-
ous use of the same attack method (e.g., a bomb) at geographically dispersed locations. In
1998, terrorists detonated bombs within minufes of each other at the U.S. embassies in
Tanzania and Kenya.

» The complexity of terrorist attacks reached a new level in the attacks of Sep-
tember 11, 2001. Terrorists used the same method {civil aircraft), launched from different
points nearly simultaneonsly and converged on two geographically separated target sets,
In addition, they may have planned to attack in sequence within each target set (i.e., first
one tower of the World Trade Center and then the second).

Furthering this natural progression, several terrorist organizations will likely de-
velop the capability to carry out coordinated attacks that do not use the same method. In-
stead, the attackers will use different methods that support or complement each other. In
addition, these methods may be used at different times and cause direct effects in differ-
ent geographic locations.
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Interest in New Forms of Attack

Terrorists have already demonstrated a willingness to use chemical and biological
agents, and if used in conjunction with other attack types, they could have devastating
effects. Even so, these may not be the most likely tools in swarming attacks, as they re-
quire specialized knowledge and special handling facilities. They may also be easier to
track. In confrast, the development of a cyber attack capability does not have readily
identifiable physical and logistical signatures like those found in the development of a
chemical, biological, or nuclear attack capability. Moreover, a cyber attack capability
does not require special academic research centers or even an indigenous training facility.
The skill to develop a cyber attack capability, unlike the skills needed to develop a
chemical, biological, or nuclear capability, can be openly acquired can even be self-
taught. Importantly, cyber components can be attacked in other ways, including small
explosives or radio-frequency (RF) weapons.

Awareness of Infrastructure as a Target

Several recent terrorist events indicate an awareness of the effects of attacks on
the components of infrastructure sectors.

+ In 1996 six members of the IRA planned to destroy six ¢lectrical sub-stations in
the London area. The attack would have disrupted the electrical supply to London and
substantial parts of Southeast Britain for months, blacking out homes, businesses, and
industries as well as rail and underground travel and traffic lights.?

* Rebels in Nepal have destroyed more than 50 repeater stations of the Nepal
Telecommunications Corporation in an atterapt to disrupt communications to ruzal areas.

However, attacks on the infrastructure do not necessarily involve kinetic energy
weapons but may involve other physical or cyber means.

» On April 25, 2002, burglars stole 17 computers that coordinated the traffic lights
in Santiago, Chile, resulting in traffic gridlock. The municipal authorities in Santiago esti-
mated that it would take three days to reestablish the system and restore traffic to normal.?

Recent cyber activity, including the BAT 911 virus, the Code Red wormn, and the
NIMDA worm also demonstrate the disruptive potential for attacks on the infrastructure.
The potential for such cyber attacks to disrupt a sector of the national infrastructure, and
have cascading effects into other sectors, is as great as the potential from physical attacks.

2 I. Bennetto, “How IRA plotted to switch off London,” The Independent, April 12, 1997, p. 1
3 The Southland Times (New Zealand), April 29, 2002, p.1
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Trends in Protests

A similar progression is taking place in protests around the world. Although the
press has labeled most recent protests as “anti-globalization” it is more accurate to de-
scribe them as “anti-corporation.”™ Seemingly divergent groups protesting the power of

corporations, environmental degradation, exploitation of labor, as well as the policies of .

the World Bank and Intemational Monetary Fund that are blamed for these ills, con-
verged at the World Trade Organization summit in Seattle {1999). This gave rise to the
“Blue-Green” coalition—a new alliance between labor activists and environmentalists.
With subsequent events such as those at Quebec (April 2001), Barcelona (June 2001},
and Genoa {July 2001}, repeat protestors became more familiar with each other and be-
gan to form informal partmerships as they refined their common theme,

Use of Technology

The use of technology by protestors is also becoming more common and refined.
Due in part to their familiarity, protestors have begun using the Internet to communicate,
coordinate activities, and exchange protest techniques. Often, ideas are exchanged in chat
rooms until there are enough activists to start an e-mail fist and establish a web page.”

* During a January 2002 meeting of the World Economic Forum in New York,
cyber protestors created a virtual “sit-in,” in the form of a denial-of-service (DoS) attack,
against several web sites including the home page for the forum. This was accomplished
through a tool posted on web that was 2 simple point-and-click graphical user interface.

* Members of Raisethefist.com, an anarchist site, electronically discussed choos-
ing a corporate target for a month-long cyber protest. The group was focusing on compa-
nies they perceive as having a history of environmental abuses or exploitation of workers.®

Protestors have already demonstrated the propensity to use information technol-
ogy to expand their target set. The Internet allows protestors to build a profile of a tarpet
corporation, organization, or even sector of the infrastructure and to target it in depth.
This means that protestors could disrupt target corporations or organizations by attacking
their suppliers, investors, creditors, and employees. A recent example concerns the at-
tacks of animal-rights activists on a major drug-testing firm. While engaging in tradi-
tional protest activities, the group used its web site to publish the names and addresses of
the firm’s employees as well as details on other physical attack tactics used by similar
groups. This action led to an increase in violence by the group against the targeted firm;
including beatings and vandalism. The activist group also targeted the firm’s investors
and bankers.” :

* P. Kitby, “Genoa protesters signal coming of age in global politics,” The Irish Times, August 4, 2001, p.
T 12, ’

3 1. D. Harder, “*Rent-a-mobs’ descend on D.C.” Insight on the News, February 12,2001, p. 1.

® iDefense, Inc., iDefense Daily Alert, RaiseTheFist.com contemplates month-long cyber attack,” April 12,
2002,

7 M. Satehell, “Terrorize people, save animals,” 1.5, News & World Report 132(11):24.
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Use of Violence

This ability to coordinate electronically, as well as protestors becoming bolder as
they coalesce around a common theme, has given rise to an escalation of violence during
protests. The level of violence during protests has progressed from minor property dam-
age in Seattle (1999) to deliberate attacks on law enforcement, the use of firebombs, and
$100 million in damages in Genoa (2001). Infrastructure is a natural target for these types
of protestors,

* As they come in conflict with police forces and attempt to disrupt political or
symbolic events, protestors have obstructed local law enforcement, blocked traffic, and
interrupted mass transit.

* Local utilities, even if privately owned, may represent the local government to
protestors and, therefore, may also be targeted.

» Shifting the focus of their cyber attacks from web page defacements or DoS at-
tacks to more potent attacks against local government communication or the local area’s
information infrastructure could be an easy transition.

Cyber attacks may also be attractive because they can be perceived as non-violent
attacks and therefore construed as peaceful protests or simple civil disobedience. Simi-
larky, as govemments improve measures to physically separate protestors from important
events, such as the June 2002 Group of Eight (G-8) summit held at a remote location in
Canada, the protestors might look for means to disrupt the event remotely. A cyber at-
tack, in conjunction with a physical protest, could create a greater disruption and, there-
fore, enthance the protestor’s goal of attracting attention to their cause. Cyber attacks, that
include various forms of malicious code designed fo cripple a network or delay official
response, may become part of a swarming attack when coordinated with confrontational,
disruptive, or violent activity.

Coordination of Swarming Attacks

As terrorists and protestors become more technologically skilled, or purchase the
expertise from cyber mercenaries, they will be gble to conduct network reconnaissance
with some degree of stealth. The growing cyber competency of these attackers also gives
them other advantages when initiating the cyber component of a swarming attack. An at-
tacker may begin the cyber element of a swarming attack well in advance of the physical
portion. This inhibits the detection of a swarming attack by making the cyber activities
seem coincidental and not directly linked to physical threats. For example, a virus that
disrupts the 911 system or 2 worm that shuts down the pumps in a water system may not
be readily linked to a threat of violence during an upcoming protest. Attackers can also
disguise the cyber attack by including it in the normal stream of cyber incidents. In addi-
tion, they can also avoid creating patterns that will draw the attention of network security
personnel by including the mtended target in a long-term series of attacks against dispa-
rate targets that are not related to the developing swarming attack. In some cases, even
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after a physical attack has taken place, investigators may not recognize prior or ongoing
cyber activity as a component in a swarming attack, Current methods available to attack-
ers include:

» Placing a virus or Trojan horse that can reside on a system until activated;

* Creating a back door in the targeted system that can be accessed when needed;

* Developing, over a period of several weeks or months prior to a physical attack,
a network large enough for a crippling distributed Do$ attack and executing it as part of a
swarming attack.

Effects of Swarming Aftacks

The three principal effects of swarming attacks are separately described below. In
addition, a swarming attack may also cause greater public panic than a physical attack
alone, People not located in the vicinity of a physical attack may still believe that they are
under attack and cut off when their vital or expected services are interrupted, This feeling
can be perpetuated through an interruption in official information, the deliberate place-
ment of false information on official or reputable news sites, or the rapid spreading of
rumor—-all a result of further cyber activity.

Effects that Complicate Response

One of the most likely uses of the cyber component of a swarming attack would
be to slow or complicate the response to a physical attack. This can be done by delaying
notification of emergency services, delaying the arrival of emergency services to the
scene, and denying the resources needed to manage the consequences.

= Instances of attacks on 911 services have already occurred, For example, in
1996, a hacker managed to break into a U.S. regional telephone network. Using his com-
puter connection, he was able to generate multiple, simultaneous telephone calls to a sin-
gle public safety answering point (PSAP) and tie up the 211 systems of eleven Florida
counties, thereby blocking any legitimate callers.

' » Malicious code has also been used with this same effect. The 911 virus (BAT
911), first detected in April 2000, was designed to delete all data in a system on a given
day of the month. However, the virus also obstructed the 911 system by generating mul-
tiple false emergency calls. To illustrate, a cyber-based disruption of the 911 telephone
system, carried out in conjunction with the early morning truck bombing of the Alfred P.
Murrah Building in Oklahoma City, may have complicated the response by delaying
emergency aid to the victims.

» The actual progress of emergency services to the site of a physical attack can be
slowed by a cyber attack that disrupts the fraffic light nefwork and creates traffic jams
that block emergency services.

« With the advent of antomated building control systems, fire alarms, eaviron-
mental controls, and lighting can all be controlled from offsite using a dial-in system. If
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-

these systems were to be manipulated in several buildings at once, forcing people to
evacuate, the crowds in the street and the demands on emergency services to address nu-
merous alarms would delay the response of the emergency services to an actual attack.

A similar effect of complicating the response to an attack (while possibly widen-
ing and worsening the effects of the attack) could be achieved through a cyber attack that
disables the water supply just prior to a violent protest, or the disabling of the electrical
system In copjunction with a physical attack. This would deny emergency services the
necessary resources to manage the consequences such as controlling fires, coordinating
actions, and creating light for operating at night.

Effects that Widen Destruction or Disruption

The physical and psychological effects of an attack or protest can be widened us-
ing a synchronized cyber attack. Therefore, a swarming attack, even one as narrowly fo-
cused as the above example, could greatly widen the span of disruption for that protest or
attack from a single geographic location to numerous cyber locations. This widening ef-
fect could disrupt a sector of the infrastructure and even cause cascading effects into
other sectors. In addition, the psychological effect on a populace from a swarming attack
may be greater than the effect from a physical attack alone, This is especially true if the
effects of the cyber portion of the attack last for several days or weeks.

+ Although horrific, the effects of the September 11th attacks on the populace of
Manhattan would have been far greater if a cyber attack had simultaneously disabled the
New York City water or electrical system through disruption of their computer-based
process control systems.

This type of attack on the critical infrastructure of the city would have affected far
more citizens than the actual attack on the World Trade Center and turned many specta-
tors into victims. Such an attack would also have the effect of overburdening public utili-
ties and emergency services as they attempted to restore vital daily services to a wide
populace while managing the consequences of a large physical attack.

Effects that Worsen Destruction or Disruption

A cyber attack may also worsen the effects of a physical attack by either increas-
ing the destructiveness of the attack or by placing more people at the site of the attack,
thus increasing casualties. Although there are no instances of a cyber attack worsening
the effect of a physical attack, possibilities exist throughout the critica] infrastructure.

* A cyber attack on a natural gas distribution pipeline that opens safety valves
and releases fuel or gas in the area of a planned physical attack would enhance the force
of the physical attack.
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* An additional example may be extrapolated from an historical event. The ef-
fects of the bomb detonated in the parking garage of the World Trade Center, in February
1993, would have been worse if a cyber attack on the Port Authority Trans-Hudson
(PATH) railroad was synchronized with the physical attack., The PATH station was on
level B-4. An attack on the railroad’s computerized signaling and safety system could be
designed to force trains to stop at the World Trade Center station and passengers to de-
train. The bomb actually did collapse part of the station’s ceiling and the effect of this
would have been greater with scores of people gathered on the platforms, In addition, the
evacuation routes from the station would have taken the passengers upward toward level
B-3 and closer to the bomb that was detonated on level B-2.

Canclasion

Recent trends in terrorist attacks and polifical protests demonstrate a progression
toward swarming attacks: coordinated attacks using different methods (cyber and physi-
cal) against a target and the surrounding infrastructure to cause muitiplied or cascading
effects. Swarming attacks will allow terrorists or protestors to enhance the desired effects
of disruptive or destructive activities by using cyber means to worsen or widen the ef-
fects, or to complicate emergency response, Although not a swarming attack, the Sep-
tember 1] attack on the World Trade Center provides a glimpse of the potential conse-
quences of a swarming attack. As a result of the attack, extensive damage to the local
telephone company’s hub next to the World Trade Center eliminated 4.5 million data cir-
cuits and 300,000 phone lines; 30 percent of lower Manhattan’s capacity’. Although
much of the dismpted service has been restored, the effects remained for several weeks.
A cyber attack in conjunction with a physical attack has the potential to do this amount of
disruption or more; possibly for a longer period.

A swarming attack will be difficult to recognize and interdict. The cyber portion
of the attack may begin long before the physical attack takes place and culminate before,
simultaneous with, or even after the physical attack. This variance in timing will make it
difficult for law enforcement and counterterrorism specialists to link the cyber activity
with a physical threat. In addition, the cyber portion of the attack can be launched and
conirolled from a location well removed from the site of the physical portion. The prepa-
ration for the cyber portion can be hidden amongst normal Internet activity and network
reconnaissance can appear to security personnel as the work of unrelated hackers. An-
other factor that may inhibit intelligence collection concerning swarming attacks is the
availability of the skills and tools necessary to conduct the cyber portion. Unlike weapons
of mass destruction, cyber attacks require virtually no special training, handling proce-
dures, equipment, or development facilities. In addition, a cyber attack gives off no signa-
ture that is readily detected by the usual intelligence collection means. A swarming attack
can have a localized or national impact on a sector of the critical national infrastructure.
This impact may not remain in one sector but cascade into other sectors causing wide-
spread disruption of the critical national infrastructure. Awareness of the trend toward

¥ 8. Young, “Terror attack highlights problem in telecom sector's monopoly legacy,” Wall Street Journal,
October 19, 2001, p.1.
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swarming attacks is the first step in being able to recopnize and counter such an attack.
Analysts and investigators need to look for cyber clues that may uncover future physical
threats that the cyber activity may be meant to compliment. A more significant step, how-
ever, is to integrate physical and cyber protective measures within the national infrastruc-
ture to counter the potential disruption and destruction from swarming attacks.

This product was completed with support from the CRUCIAL PLAYER project.
CRUCIAL PLAYER is an interagency project initiated in 1999 by the Deputy
Secretary of the Depariment of Defense (DoD), the Deputy Director of the
Federal Bureau of Investigation (FBI), and the Deputy Director of the Central
Intelligence Agency, and fimded by DoD and FBL The project is managed by
the National Infrastructure Protection Center, Washington D.C. Major con-
tributors to this product were Scott Curthoys and Geoffrey French. Forward
comments or questions fo NIPC at 202-324-2084.
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Maintaining water quality and securing the safefy of water supplies In the United Sfates requires a collaborative
partnership between the medical community and water utility practitioners. The importance of this collaboration
has been underscored by the growing threat to the security of our nation's infrastructure that includes the
possibility of intentional contamination of US water reserves by covert terrorism. Practicing physicians are
likely to be the first to observe unusual illness patierns or disease frends resulting from intentional
biclogical or chemical contamination of water supplies and must understand their critical role in
detecting water-related disease and in cooperating with water utilities to protect their community's
public health.

A new medical website has been launched to assist healthcare providers recognize and
manage waterborne disease and the health effects of water poliution resuiting from either
natural OR intentional contamination of water. The contents of this medical website,
Recognizing Waterborne Disease and the Health Effects of Waler Pollution: A Physician
On-Line Reference Guide, are posted on the menu bar to the left and are accessible at
www. WaterHealthConnection.aomc.org. Unique features of this medical website include:

247" availability with free access to 366 webpages of comprehensive information
Clinically relevant information defailing detection and management of water-related
disease from both waterborne pathogen and chemical contaminant exposure
Repository of physician anti-terrorism preparedness and readiness resources
Special risk communication and pafient risk evaluation guidelines for both healthy
and susceptible populations regarding water-related disease
"Ease of use" technology tools and website support for busy physician users
Targeted search engines providing quick and easy access to 200 websites covering
a diverse array of waterborne disease and water contamination issues

¢ Peerreviewed content by leading medical and public health experts from medical
academia and public health agencies including CDC, ATSDR, and EPA

« CME accreditation for credits foward AMA Physician's Recognition Award

Please share this important resource with your medical, public health,
and water utility colleagues!

Safedrinkingwater.com News describes WaterHeaithConnection.aome.org as:

“New website on drinking water-related diseases co-sponsored by AWWA makes excellent info user-friendly for
healthcare providers: Filling a long-existing void, this outstanding website will help fill the gaps in the knowledge of primary
care physicians about a varlety of illnesses that may (or may not) be related to drinking water. Utllities may want to
consider how they can make the medical community in their service area aware of this service.” (Aprif 10, 2002)



http:WaterHealthConnectlon.aomc.org
http:Safedrinkingwater.com
http:www.WaterHealthConnection.aomc.org




 WTER SYSTEM
SECURITY:

A FELD GHTE

Water Bystem Security: A Field Guide

Managers and operations personnel of small to medium-size water ulifities will find this guidebook
very halpid as they assess and upgrade the physical and operational security of their systems.
This guide emphasizes measures a water ulility can fake for better security against man-made
threats. It covers the emergency preparedness plan; vulnerability assessments; mitigation
measures for critical components; emergency resgonse and recovery; and crisis communications.
Supplied forms include security checklist, system component fist, potential biolegical and
chamical threals, emergency contacts, and more. Forms are provided in print and on disketie.
Spiral-bound. 1SBN 1-58321-183-4. 2002. Catalog No. 20501

Non-member Price: $85.00
Member Price; $55.00

Mail
AWWA Bookstore
6666 W. Quincy Ave.
Denver, CO 80235
-0OR-

Call 1-800-926-7337






DRINKING WATER PROGRAM CONTACTS

EPA REGION 6
Drinking Water Section
James Brown
214-665-7155
brown.james(@epa.gov

TEXAS

Texas Commission on Environmental Quality (formerly TNRCC)
Public Drinking Water Section

24-hour: 800-832-8224

512-239-4691

Milannen(@tnrce.state.tx.us

LOUISIANA

Louisiana Department of Health and Hospitals
Safe Drinking Water Program

Ms. Karen Irion, Administrator

Center for Environmental and Health Services
24-hour: 800-256-4609

E-mail: Kirion@dhh state.la.us

ARKANSAS

Arkansas Department of Health- Division of Engineering
After Hours & Emergencies: 501-661-2136
501-661-2623

safewater@healthvarkansas

OKLAHOMA

Oklahoma Department of Environmental Quality
Public Water Supply Section

24~-hour: 800-522-0206

405-702-8100

Mike Harrell{@deq.state.ok.us

NEW MEXICO

New Mexico Environment Department
Drinking Water Bureau

24-hour: 505-827-7536

505-827-1400

Toll Free: 877-654-8720

retta_prophet@nmenv.state.nm us


mailto:prophet@nmenv.state.nm.us
mailto:Mike.Harrell@deg.state.ok.us
mailto:Kirion@dhh.state.la.us
mailto:Mlannen@turcc.state.tx.us
mailto:broWll.james@epa.gov




Developing Credibility
Through Communications

Powerful trends are shaping the
water profession

» Competition
+ In¢reaging
regulations
+ Sgientific
uncertainty
» Political
intereention
+ Public expaciation

5

Qual-Serv found better performing
utilities share common characteristics

» Sound fiscal policies and asset management
Highly skilled/trained staff

+ Customer focus/satisfaction

+ Willingness to take risks

High Level of credibility in the community

»




Credibility according to Webster’s

« Credibility
— that can be bedieved; relinble
» Credibility Gap
- a digparity between 2 staternent and the true

~ inubility to have one’s truthfulness or honesty
accepted

Editorial: Distrusting the tap

Wearlness over water reflects public's mood

. Ginly 2 guartsy of Californiang rousnaly deink @is water that comes from s
tap. T Los Angeles ... only 18 pencen st st taps Another 32 porsont tke
it filiered and 48 percent stick w water but of o boute, .

*,.public septivisme con e a posiiive force for poveseent 10 keep pressing

ahead on chalistges... That said, there nppears 1o be = gap betwenn facy and
fear, panticularly whan i osws (o water.”

Sowree: Secrsmento Bee, huly 23, 2562

“Gatorade Declares War on Tap Water®
(AP Headline)

“"When we're done, tap water whil be relegatad to showers
amd washing dishes.”

"We're not agalnst water- it Just bas [ts place. We think
its good for Irigation and cookdag®

{Quaker Oaty, US President of Beverage Mivision)



http:paniculnrlywt.en

Fort Worth Water ¥ain Breaks for
| Secomd Thme in Three Days

Burcier, fuly 3F, T
The {imt broak happennd
around 10 p.m Fhunedoy,

Offmsticnte | Water Main Break In Loop Area
wommedbeammeormsn | | May Have Damaged L Track

)

demand, metsd faaueand _
iremsly dry conditions. o e

Broken main leaves1 50 customers
without water

The public expects to be involved.

52%

se 15% _E

Porcentofpubllc  Porcord of
that utiity managers Public who
think wantto be wrank roues
Inyodvad javoivament




Managers must make a paradigm
shift

« Public involvement in wility decisions is
essentis! to building 2nd maintaining credibtiity
«which must be 3
managed as a
cruciel asset to the
Tongevity and
ultimate success of
the utility

Credibility is evaluated through
honest self-evaluation.

» There may be places in your organization
where you have poor credibility.

» Ask questions internally and extemally to
determine credibility.

+ Credibility may differ between groups

Assess the Utilities Readiness to
invest in public trust

+ What is the teadership style of the utility?
« Daes the utility embrace 2 team-based
environment or sepsration between functions

Does the utility value stakeholder input?

+ s there 3 successful history of public
invelvement?




Corporate culture determines
public involvement success

Golunn ¥ Colompn 2 [ ]

Swmel
f Leadership Appmach [Cemmare and Wiz
2 Lryankrationa| Yop down Taams bamd intnxdiscipinary
Lol ST,
3 mt«%m"‘ Fragmened Fignial Full Algamaet
[ it Miselory
T T
d wipematsnaccass | Cogo o vent Full
giaviled
&5 Siastatier e otis ress | [Bducionatbaseg | Y48 Skl
Nagalar || Avadabk, bul AviRuie el
6 Pesuss atabiy || MEEDS || QRIEE 1 oA M
fPasibopoiorie 1% erperence [Hmded. negatm L}
# Madia Retatons Al || shmuh smiesses 11 @m&"g ,,,,,,
Awararges of Ungersiand makir | Leading Industry in
L btk Haen ] P ane [mspa mieusgam

How to determine what people
care about

+ Ask

» Provide avenues for two way communication
* Professional market researchfsurveys

» Talk to employees

« Cail local reporter or talk show host

« Consult with other utilities in the ares

Establishing trust and credibility

* Keep commitments
» Stste purposefissue clearly and restate often
» Don’t promige anything you cannot deliver

+ Don't speculate sbout things you do not
know

* Be patient and stick to purpose and goals
* Don't be defensive




What to do when trust is low

* Maintain businesslike relationship and treat
all participants with respect

+ Summarize goals clearly and frequently
* Keep the public updated
* Train spokespersons to handle inguiries

Additional steps toward building
trust and credibility

« Admit mistakes
* Remain impartial and hear all opinions

= Use recognized, credible experts to help
communicate

* Make dats available to interested parties




-Strong credibility will help
utilifies with tough decisions

Nserp‘gféf >Envfmﬁmtsmaf Impacts’
“No Growth"”
Water Qualityr N
Treatment “Healihy Waler'/Rates
Reguiraments
Vulnerability Invastmants snd Crisis

and Security |~ Commurications







Developing a Concept of
Emergency Operations

» Define emergency operations goals
» Create plans, policies and procedures
» Identify legal requirements

>Develop a strategy
L L5 rumise 8 Ovmiopmart E e DS MI
Research

> Past Emergencies and Responses

¥ Current Planning Framework

» Analyze Risk Vulnerabilify Assessment
» Identify hazards

¥ Resources

» Characterization of Facilities

Let pussteg b oermimrrt Pt Bpensaarivs

Review

v Legislation & Federal, State, and local
mandates

« Exigting Plars and Plans of Neighboring
Water Utilities

v Outside Agencies Response Capability




Outside Agencies -

¥ Community
¥ Government agencies

> State and local organizations
~ Health professfensts
~ State Laboratorisy
~ Rmergency Resposders
- Valusteers
~ ZFT Opeeatory

Y53 Phowmlos & Drvainbimits - i -

Resources

Rescurces should be:

> Applicable to your needs

» Avsilable upon request

» Listed in order of relevance
> Quantified

¥ Identified before an incident

A L Cortorman N L S —

Plan Exercises

> Drills

» Functional exercises
¥ Tabletop exercises
¥ Full- scale exercises

4 4 Syt LTt 25 i L W




Emergency Operations Plan
Outline

Bl d i L T —

Part 1;: Introduction

» Purpose and Scope
» Policies
> Assumptions

L 0een s fof S L L —

Part 2: Water System Overview

» General deseription of entire water system
> System-wide averview

¥ Qrganization

> Location

> Facilitles

» Security

> Interdependencies

Lt vn biomie i




Facility Annexes

» Organization

» Operations

» Maps

» Distribution diagrams
> Facility floor plans

3.3 hanenrts of 1a i Dwwradams Pl

Part 3: Risk Assessment

» Natural disasters
» Technological disasters
» Manmade disasters

233 o ol 12 07 R T ot T e
Part 4: Organization &
Coordination

» Crganizational needs to respond to
emergencies

» How coordinaiion of respurces enhances
response

¥ The erganization of the Encident Command
Systern {ICS)

¥ Special considerations that need to be
addresged

L3 Do e, oS I S O A




Overall Structure of the
Organization

# Internalexternal coordination
requirements

> System-level

» Linkages to higher authorities
» Organizational chart

> Position responsibilities

123 Comanrol 1 800 e T heweverm

Internal/External Organizations

¥ Utility organizational structure
» External contacts & organizations
» Checklists

A Cweth W 2 F00 inere Py

Incident Command System

» Adopted external response system
» Critlcal derision-making invelvement




Part 5: Activation, Notification,
and Mobilization

> Activation
¥ Notification
> Mohiiization

L1 Sttty of s f238 mmi-sm
Activation
¥ Key personnel
¥ Organizational uniis
> Response levels
E53 Eisnupty of 24 (OF Lmurgansy Opurylioms Moz

Noetification

¥ Internal
~ Managemenl
~ Safety Personnel
- Laberatory perzennel
= Response personoef
» External
- Law enforcement
- State snd Federatl sgencies
« Customers
« Other

L33 Whmannts o 4.0 328




Mobilization

» Individuals or groups

» Anticipated vs. surprise events
» Alert status

» Resource staging

35Dty ol 1 108, Esarpoks Upornors res,

Part 6: Communications

» Modes of communication
- Inferaal
- External
» Redundant communication capabiiity
~CHB
« Cell-phones
- Randlines

143 Klarenars of un U89 b

Part 7: Incident Management

> Assessing the situation
» Operations

» Resource management
» Damage assessment

> Recovery/Restoration
» Deactivation

» Post-Incident Review

333 Tt af a2 B8 gy SycSows P




Part 8: Public Affairs and
Communications

» Distribution of information to:
- employees
- public
« media

> Customer action

¥ Community protection

|zttt Ly e,

Part 9: Plan Maintenance &
Training

> Plan Reviews
- Periodic
- Past-incident
- Past-exercise
¥ Training
> Exercises
- Tabletops
- Fanctional exercises
- Full-scale exercises

13,3 (lamgss wt e S8
et .

Hazard-Specific Annexes

LT Pl of ou £ 0

» Water ) » Earthquake
Contamination » Landslides/Avalanche

¥ Sewer Overllow

. » Severs Weather

» Flooding % Criminal Activi

» Hazardous Materiat l‘ll‘l’i nal Activity
Release at a Facility > Special Events

» Drought »WMD

> Witdfire » SCADA Intrusion

¥ Dan Failure » Othar

ook Myt




Appendices

» Caontact Listings

¥ Team Rosfers

» Emergency Shelters and Family Care Ceniers
¥ Checklists

> Resource Lists

¥» Forms

> Definitions/Glossary

| 123 Crst a9 upioey Sportacarioss |







Risk Communications

“If | had eight hours fo chop
down a tree, I'd spend six
sharpening my axe."

Abraham Lincoln

What is a Crisis?

+ “Unexpected™

* Major incident with negative outcome

» Disrupts normal busmess, threatens
credibility of organization

+ More serious than 4 “problem™

*» Every crisis is different, presenting different
obstacles




Collapse resuits in complete loss of natural
creek bed and $1.875 million in mitigation costs

§700,000 enforeement action results from
South Sacramento water main break

Warner Bros. lot soaked by broken main
March 13, 2000




1899 sewer collapse requires $500
appropriation for property damage

* ™ s e

The Seven Stages of Crisis
Communication
1. Denial 2. wishiul 5 Aagﬂ:&

Thinking Aggrarion 4. Spin —ql

L % Danage 6. R : 7. Recovery

Conuol

-4 Dysfunctionat
5.7 Mature, highly evolved organizations

L Hoiy @ Jaba Keapp
Aepndation Musssemens, SerddApil (09T

Time Magazine - “Coping with
Catastrophe™

“The worst part of a crisis 15 being
unprepared. By removing the
unexpected quality, you are
removing that which is most
umnerving.”

Steven Fink, President
Lexinon Communications




Some Common Excuses...

* It's too soom to act

« It's just an isolated incident

« We need more time

+ Let’s not overreact

* We can’t gay anything; we’ll be sued

« 1t will trigger copy cats

* If we say something, people will find out

Crisis Communications Approach

+ Preparing for a crisis
+ Implementing your Plan During a Crisis
*» Assessment After a Crisis

Make as
many
decisions
in
advance
as
possible




Elements of a Crisis

Communications Plan

* Introduction * Communication
» Mission/Vision Statement outletsftools
+ Background + Communications
« Objectives protocol
- Key Messages + Dill Plan
» Crisis Team + Evaluation

» Target Audiences

Prior to a Crisis
Develop and Test a Crisis Plan

*

Create tist of potential crises
Assemble crisis rasponse team
Identify spokesperson{s)

Develop key messages

Determine key audicaces

Establizh crists communicalions center

Prior to a Crisis, continued

+ Identify needed technical support
» Establish communications protocol

< Build relationships with agencies and
organizations that you'll involve

+ Develop media list and get to know reporters!
= Create fact sheets
 Test vour plan




l (risis Response Team
i

Cesly
Prtvses
|
| ]
Commanications Adminiatation Fechnieal
y Resowee
Coondinator Coordinator Group

Crisis Tools

+ Telephone log

» Media roster

* Commmunications calling tree
* Check list

» Situation analysis summary and update

template
+ List of caterers, AV vendors

During a Crisis

Locate Spokesperson
~bwolve in All Aspects of Situation

Step 1: Assess the situation

Step 2: Address concerns

Step 3: Activate crisis confrol center
Step 4: Assign responsibilities

Step 5: Establish On-site source




During a Crisis, continued

s Step 6: Determine key andiences

» Step 7. Determine information to be
communicated

« Step & Notify key audiences
= Step9: Establisk system for continual updates
« Step 10: Record and Track Inquiries

Employing Key Principles
Improves Success

» Principles  » Ouicomes

— Accurate — Reduced tension by stating
- Consistent the facts and the actions
~Timely baing taken to correct it
—Clear — Demonstrated commitment
—Complete — Control the information
~Responsive Secure c?edi§;ility

Effective Media Relations are
Key to Telling “Your” Story

+ Be prepared
- Define {and communicate!)
arganizational standards

— Proving training
* Develop a media relations plan
- Key messages
— Use appropriate tools and formats
= Dutlets




Credibility can be Built or Lost

+ Building Credibility
~ Proactive ppen communications
- Know who needs to hear what, when

— Seek external expertise; create advisory
board

- Reveal what information is neaded
BEFORE being asked

—Cooperate with the media

Credibility can be Built or Lost, cont,

s Losing Credibility
- Blaming
— Noflittle follow-up with victims or
impacted parties
— Technical justification for fatlure, rather
than owning it
~ Hiding from the truth

“No secrets in a crisis.
Everything comes out
eventually.”




Tips for Spokesperson

+ Be warm and sympathetic - sincerity is
tmportant
« APOLOGIZE!

+ Make statements that are worth being heard
and repeated

+ Never get mad or defensive
» Don’1 stray- stick fo the situation at hand
+ Don’t give personal opinion or speculate

After the Crisis

Browide Closuve and Revisit Your Plan

» Final update to key audiences

» Recognize participants

= Recover and rebuild

* Evaluate actions

+ Update Crisis Communications Plan

Thoroughly Evaluate the Crisis
and Response

» Establish timeline of events

« Identify any issuss or gaps related to
implementation - strategy or tactics

+ Assess historical patterns for similar events
* Identify surprises - positive or negative




“Companies that behave
appropriately and solve
problems promptly are neither
newsworthy or sueable”

James Lukaszewsk:
Seven Dimensions of Crisis Communications Management, 1598

10



e‘\ Amarican Water Works Association Crisis Communications Template
Duadicatad to Safe Diinking Walar

CRISIS COMMUNICATIONS PLAN TEMPLATE

PRIOR TO A CRISIS

Create List of Potential Crises

Determine what crises could strike your utility, and gather or create simple background
information for those that would be more likely or more complex to address. Information to
gather could include experts within your utility, similar incidents at other utilities, and
regulations. Example crises include:

« Contamination

Major main break

Chlorine spills

Boil water notices

Fuel/Oil spills

Construction accident

Violence in the workplace

Natural disasters (flooding, hurricane, tornado, fire)

Select candidates to serve as spokesperson during a crisis

The public information officer is a natural, if you have one; if you do not, consider who has the
best skills for the task, whether it be the general manager or public relations specialist. Assure
that you have a backup individual, in the event that your top choice is unavailable or involved in
remedying the crisis event. At the onset of 4 crisis situation, ensure this individual is
immediately involved and informed. Remember that communication is a full-time job during a
crisis and a dedicated spokesperson is nsually necessary.

Name Title Phone number
work/home




American Water Works Associatio
Dedlgated o Safa Drinking Waler
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Determine the key audiences you will need to communicate with in a crisis
Create a roster that includes contact names, telephone numbers, fax nurnbers, and email

addresses.

Some possible audiences might include:

Board Members

City Officials (mayor, city council, ci
County Officials

Employee Families

Fire Department

QGeneral Public

Groceries

Health Officials

Legal representations

Local Businesses

Medical Facilities/Doctors
Media {television, print, radio)
Police

Regional Utilities

Regulatory Authorities
Schools

Utility customers

Utility employees

ty manager)

Determine your available communication channels

Create contact rosters that include contact names for each applicable item, as well as telephone
numbers, fax numbers, and email addresses. The best tool to apply will depend on the nature of
your community, audience, time available, and the crisis at hand.

College Stations™*

Door Hangers

Emergency Flyers

Emergency Phone Bank
{automated phone message
to specific area)

Govemment Access Cable*

Ham Radio Groups™®

Homeowner Associations®

Hotline

*warrants roster

Internet Sites™ Television Stations™®
Newspapers* Volunteer Emergency
On-hold Messages Management Groups*
Pergonal Phone Calls Your Own Web Site
Press Conferences

Press Releases

Property Management Groups*

Radio (particularly talk format)*

Schools*

Telephone Trees*



A Amarican Water Works Assodation
Dedicaled to Safe Drinking Waler

Determine possible locations for a crisis communications center

Consider locations within your utility, as well as off-site possibilities, where media, officials and
residents can assemble to gather information, obtain updates, and take care of their own work
needs. Possibilities include churches, civic centers and community centers. Keep in mind that
your crisis communications center may not be in the vicinity of the actual crisis, and will depend
on the specifics of the situation,

Determine necessary technological support needed for crisis communications

and store or ensure you’ll have ready access to it
Consider that the crisis communications center could be anywhere, and power may not be
available depending on the specific crisis.

Battery-powered televisions, radios Extension cords Maps (service area, efc)
Cellular phones Fax machines Paper/office supplies
Contact rosters Flashlights Specific phones/phone lines
Copiers Hard hats Two-way radios®

Crisis Plan Intemnet connection VCR
Easels/markers/newsprint Lap-top computers/printer

*Keep in mind that often times the media will intercept radio comumumications.

Establish a protocol for handling inquiries

Create a utility policy on how media calls and other inguiries will be addressed and how
information will be transmitted, both internally and externally. Determine who will be
responsible for responding to a significant increase in telephone calls and other inquiries, and
how the calls and inquiries will be logged. Also, make sure your phone system and internet are
capable of handling the increased amount of calls and e~-mails that coincide with a crisis, and that
a “hold” system is available to avoid having callers receive a busy signal.

Create Key Messages

Prepare key messages to be the foundation for communication during a crisis. If’s important to
have key messages in writing, so they are easily accessible at the onset of a crisis. Ideas to
include:

« Dedication to providing safe water
« Commitment to public health
+ Safety record (both in terms of service to the public and operations)



\ American Weler Works Association
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Create fact sheets
If not already in existence, create fact sheets that include information on:

Source of water supply

Water treatment methods employed at utility

General information about the utilify (number of treatment plants, number of employees,
years in operation, etc)

*AWWA’s web site provides fact sheets on most water-related issues, such as arsenic and
cryptosporidium. Information can be found at http://www.awwa org/pressroom

Train Spokesperson on how to address the public and media
Once you have identified the spokesperson that will handle media inquiries, review the basics of
public and media interviews and conduct practice interviews. Tips to keep in mind:

L - % »

-

There is no “off the record”

Statements should be succinct

Speak visually; offer analogies

Avoid technical jargon; translate to “lay language” (8" grade level) -
Show compassion

Show confidence

Do not comment on personal opinions or provide your own

Never say “no comment™

It’s okay to say “I don’t know” but be willing to find the information
Be honest

Test Your Plan
Many organizations conduct ‘crisis drills’ to ensure the crisis communications plan addresses
relevant issues, such as distributing information internally.


http://www.awwa.org/pressroom

‘\ American Water Works Associalion
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DURING A CRISIS

At the onset of a crisis, ensure your spokesperson is immediately briefed on the situation.

As you proceed through these steps, keep in mind that you need to move to Step 8, “Notify Key
Audiences,” as soon as possible, It’s better to start getting some information out rather than
waiting until all of the facts are in.

Step1:  Assess the Situation

Ensure that you are informed of the basic elements of the situation:
‘What happened?

Where did it happen?

How did this happen?

Who is involved?

Who is affected?

« When did it happen?

. > & ®» @

Step 2: Once You Get the Facts, Address the Following Issues |

What are the specific elements of the situation that make it a “crisis?”
Are immediate needs being handled? ’
How serious is the situation?

What measures are being taken to comect the situation?

Is the situation under control?

Are emergency provisions being made?

When will the situation be comrected?

Have all of the facis been gathered?

What is the position of the utility?

L I S .« ® . & * w

Step 3: Determine Location of Crisis Control Center

Depending on the nature of the crisis, select a location that is convenient for your audiences and
the media. The specific situation and magnitude of the crisis may lend itself to creating a
separate crisis control center, as well as a crisis communications center. The command center
may serve as the cenfral location for residents, customers, and those directly affected by the
crisis, while the communications center may be where the media gathers for npdates.



‘\ American Water Works Association
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Step 4: Assign Responsibilities

Determine available personnel and assign responsibilities, such as answering phones, responding
to the media, monitoring media coverage, updating information to phone responders, etc. Be
open to involving wtility personnel in numerous roles during a crisis situation, whatever their
usual responsibilities may be.

Step 5: Establish an On-site Source

Ensure that a utility communications representative is continyously on-site at the crisis location
to monitor the situation and provide continuous updates of the most recent developments and
information. The on-gite representative can also provide any needed assistance to the media and
other audiences.

Step 6: Determine Key Audiences

Given the specific crisis at hand, determine your key audiences. Review the list of possible
audiences you developed during the planning phase and identify those who are directly impacted
by the crisis, as well as those who will have questions and/or should be kept in the loop.

Step 7: Determine Information to be Communiecated

Based on the specific situation and applicable key audiences, determine what information should
be communicated, and make sure to continually include your key messages. Keep in mind that
even though you want to provide as much information as possible, not all information needs to
be communicated. If facts are missing, it may not be a good idea to relay that information.

Step 8: Notify Key Audiences

Determine which communication channels are appropriate to notify your key andiences.
Consider what information these separate audiences most need and want. In communicating
with key audiences, it is important to be able to offer them information in writing, as well. Be
sure to continually update your different audiences as new information becomes available.

Step 9: Establish System for Continual Updates

As the situation progresses, determine the best method for providing continuous updates to your
different audiences. Periodically review and reprioritize your audiences, information and
communication channels as the situation changes. If you are working with the media, help them
to get the story right. Continue to work with your different audiences throughout the crisis
situation- from the moment the story breaks, until the situation is over.

Some tips include:

» Use one spokesperson, to be consistent

« Be accessible and ready to be available at a]l times (24/7)

» Back-up verbal information with written information

« Use wriften information, where possible (copies of spokesperson comments; data; etc.)
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Use graphics

Explain technical issues; translate to lay terms

Provide continuous updates, even if there is no new information

Get back in touch, in anticipation of key news times/broadecasts

Separate media from central command station

Provide access to subject matter experts, both within your utility and in the water profession.
However, ensure that they are capable of explaining the situation in non-technical terms.
Facilitate media interviews and photographs

Step 10:  Record and Track All Inquiries
. Continually track interactions with your different audiences, including:

L]

Who you’ve spoken with

Generally, what information you provided
What is their particular interest (if media)
When do they need to be called back
Media interviews given and by whom

Establish a file to accumulate all communications, both internally and outgoing. Include
information used by phone responders, news releases, internal memos, key messages, talking
points. For each communication, note the date and time it was issued. Create a “clip notebook’
with all coverage, rosters of interviews and media coverage, and keep letters and comments
received from customers/general public.
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AFTER THE CRISIS

Final Update to Key Audiences
Provide a closing update and cover what happened, why, how, when, where, what was done to
remedy the situation, and if available, what measures have been taken to avoid future difficulties.

Recognize Participants

Thank and recognize individuals and organizations that provided assistance during the crisis,
particularly employees who rallied for the effort. As appropriate, apologize for the difficulties
for those affected and thank them for their patience.

Re-establish Credibility
Communicate to your different audiences the preventative steps that are being taken to ensure
another crisis does not arise. Also, explain exactly what happened and why it happened.

Evaluate Actions
Conduct a team meeting to de-brief, once the crisis is completely over. Determine your
effectiveness in terms of:

Response time

Media portrayal- how did your utility look to the public?

Accuracy- what did varied communications cutlets get right and wrong?
Consistent Key Messages

Communication Toeols- how did each tool work; what else could you have used?
Prompt notification of key audiences

Sufficient equipment

Communications control center

Communication to key audiences .

Internal communication — did employees and responders know what they needed to, and
promptly? ‘

L] . % - B * & % a® »

Update Crisis Commumications Plan
Add any lists or audiences that you deemed necessary during the crisis, and make any necessary
improvements.

—Compiled by the AWWA Public Affalrs Committee
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MEDIA INTERVIEW TIPS

Preparing for au inferview
1. Gather all the information about the sitvation: Who, What, Where, When, Why, How

2. Write a summary statement to describe the incident, then rewrite it using half the words.

© 3. Write a sentence or two to describe how if affects the comrmunity and what you’re doing to inform,
protect, comect, and repair the situation. Desctibe the record of your utility in serving the public responsibly
and safely (including statistics, if appropriate).

Rewrite this in the form of two to five main CONCISE points you can emphasize, These are your “Key
Messages.” Memorize them and practice speaking them, so you can feed them back easily during the
interview. Rework the language, if need be, to fit your speaking style.

4. Think of some questions you may be asked about the situation. What sorts of things have you heard the
media ask in similar situations? As a viewer or consumer, what would you want to know? Practice
answering these until you are comfortable with your answer.

5. Ask a couple of coworkers to listen fo you and help you practice responding to questions.
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During an interview

»  There is no “off the record” — Anything you say is fair game.

-« Statements sheuld be brief, and to the point — Your interview will likely end up being only 10 to 30 seconds of air time.
Make yourself the “editor” of your comments, rather than leaving it in the hands of the news director.

»  Bhow compassion — Articulate your concern for the impacts on those affected by the crisis. Ensure you do net appear cold,
uncaring or tureaucratic in your attitnde, Meter vour level of concern and empathy to the particular situation.

s  Show confidence - Do not appear nervous or unsure of what you are saying. Reflect certainty and commitment that your
utility will resolve the issue.

« Do not provide personal opinions, conjecture, or respond to hypotheticals- If a reporter asks what you think of the
situation or proposes a hypothetical, bring the point back to the situation at hand.

«  Never say “no comment” —This often leads to specuiation that you know information you do not want to reveal or are trying
to hide something.

«  I¥'s okay to say “I don"t know” — Do not try to provide information you are not certain about or guess at a response. Inform
the reporter that you will find that information and get back to them.

= Be honest ~Do not lie to the media.
»  Act naturally- Sincerity Is important. Yeu don’t want 1o seem tense or in any way out of control,

s Appearance is important- Consider what you are wearing. Do you look like the person you would want to be relying on in
an emergency?

« Beware of becoming, or even seeming, defensive- Your best rasponse to an apparent negative or “goading” question is to
reiterate the positives, as you prepared in your talking points.

~—Compiled by the AWWA Public Affairs Commitiee
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MEDIA RELATIONS CHECKLIST

0 Unaderstand How the Media Works ~ In order to do their jobs, media representatives must gather as much information about
a given topic as possible in a short amount of time, and then craft 2 story on that topic that is inferesting, informative, and
accenrate. It is their JORB to be objective and report all sides of the story,

U Respect the Media as Professionals - From time to time your professional perspective and obligations will not coincide with
those of the media; they understand this, and so should you. Don't overreact if they challenge you or the information you
have presented. Interviews are opportunities to tell your story and get the correct information out there.

L) Develop Credibility; Be Open and Henest — Credibility is built on trust and may take awhile to develop. Be open and
honest with the media. Don’t leave oot important facts and DON'T misrepresent what is true, even if this may force you to
pravide less favorable explamations for your crganization,

{3 Be Prepared — Communicate with emplayees throughout your organization and encourage them to call and inform you of any
crisis or unusnal, potentially newsworthy occurrence — positive or negative. If you know ahead of time that a main line has
ruptared and water Is rushing down the street, you have time to find out the facts and what’s being done to repair it BEFORE
the media contacts you. Similarly, esteblish a protocol within your utility regarding the appropriate people or persons to speak
with the media.

& Be Proactive — If you know something newsworthy is oceurring, tefl the media before they need to call you. Bring them “into
the loop™ from the start. Develop a relationship with local reporters. Reporters are always looking for good stories - offer
themn ideas of ongoeing and emerging ocourrences and initiatives in your organization.

& Return Media Calls and Be Responsive — Reporters work under tight deadlines. If someone calls to ask a question or get
“your side of the story,” get back to them promptly. If they are zeeking a subject matter expert or need to speak with someone
else within the utility, be certain that person responds promptly. If you don’t, the reporter will Hkely find someone else and it
may not work to your benefit.

{3  Be Fair—- When a reporter writes a good, well-balanced story, ¢all or e-mail them to say you liked it and express your
appreciation. If there 15 an error, consider the magnitude and the potential impact before reacting. Some mistakes can simply
be let go. If one is particularly damaging, respectfully point aut the error and offer the correct information. Being accusatory
to the media — particularly in & public forum —is rarely beneficial in the long term.

(1 Read the Paper, Listen to the Radio, Wateh Television News — Become familiar with the media representatives in your
area. The more you know about the person you're talking with, the easier it will be to tailor your message so it will be
recaived effectively.

—Compiled by the AWWA Public Affairs Committee
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TRAINING and OTHER RESOURCES

AWWA Seminars

wWww.awwa.org

Vulnerability Assessments for Water Utilities

Course material is licensed fom AwwaRF and Saudia National Laborstories

US Environmental Protection Agency
USEPA WATER PROTECTION TASK FORCE

http://www,epa.qov/safewater/security/

EPA's Water Protection Task Force with assistance from EPA Regions and external partners are taking many actions to
improve the security of the nation's drinking water and wastewater infrastencture. The actions fall in six major
categories. Tools, Tralning, Information Sharing, Research, and Networking.

New Vulnerabilify Assessment Tool for Wastewafer Utilities
Introducing VSAT "wasfewater

http:/fwww.vsatusers.net/

d The Vuinerability Self Assessment Software Tool (VS4T™) provides a

3 comprehensive, intuitive system for wastewater utilities seeking to analyze their

¥ vulnerability to both intentional threats and natural disastars. FSAT™ grganizas data,
supports vuinembility analyses, documents the analyses, and presents complex
information in an easy-to-understand format for the full suite of potential utility assets
including physical plang, empleyces, knowledge base, information technology, and
costomers. This invaluable software tool includes reference libraries of both potentiat
threats and countermeasures, and provides an enduring method for managing the
information generated by security vulnerability assessments.

itss WBMS
http:/fwww.amwa.net/
Water information Sharing and Analysis Center (Water ISAC)
Voluntary reporting by water sector utilities will contribute to the security of the nation’s water infrastructure by
enabling an early alert system. Water and wastewater utilities are encouraged to report malicious incident information
0 that data may be analyzed to establish trends and identify imminent or ongoing threats for the purpose of issuing
timely and actionable warnings,

The Water Sector and the National Infrastructure Protection Center (NIPC) have developed criteria and thresholds for
reporting incidents of malicions or unknown origin. When the Water Information Sharing and Analysis Center (Water
ISAC) is fully funciional, incidents will be reported through the Water ISAC web site, Until that fime, water and
wastewater utilities can voluntarily send incident informatien electronically from this site by completing the online
form.

FEBI/NIPC Offices and Contacts

» FBI Field Offices. http//www.fbi sovicontact/fo/info htm Go here to find the agency feld office closest to
you. The site has contact names and phone numbers listed by city.

¢ National Infrastructure Protection Center (NIPC). http://vwww nipe.gow/ The NIPC is the national eritical
infrastructure threat assessment, warning, vulnerahility, and law enforcement investigation and response entity.
The NIPC provides timely warnings of intermational threats, comprehensive analysis and law enforcement
investigation and response.

International Association of Emergency Managers

hitpAwww. faem. com/index. html
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AMERICAN WATER WORKS ASSOCIATION

INDIVIDUAL MEMBERSHIP APPLICATION e
FAX {303) 347-0804 Phone 1-800-926.7337/303-784-7111
& 8666 W. Quincy Avenye/Denver, CO 80238 Have you evar bsan o member of AWWA?,
Docticalod o Safo Detkiog Waler WWW.awwWa.org m%
Fiease fumish your praferred mafing address below { helher boginass orhome):  ThBusiness T Homas e
G M
g ﬁ:‘s Firsl Name Middia Tniliat tasi Nama Sulfix
@ or. Exatt Girest Acdrase {F.0 Hox ar Mad Stag)
City Bipta ar Prowines &lp ar Posist Coda
Titie
Cornparty Nae E-avssh Addross
Homa Phone Buiness Phone Businoss Fax
Applicant's Sigralure Data
Signature of ANWA Mambor Erdorsing Appicaton (CpEsHa] Engorsing Hambar Number

is your company & cumant ber of AWIVAZ, H nck, pleasa pesvids your ssmpany's neain pddvass I difarant bom shove:
Campary Name Hain Businzss Address
Gity StaiaiPavincs Zip or Postet Code
ANNUAL DUES: $98-Active $50.-Operations/Administrative $32-Student $7145-International
Crade Code 02 o m%rﬁg C‘Eéle 0 , Grade Code 14 Grada Code 03
ANNUAL DUES 3 opermbuc ot hdcia gt Y s
ofsmall uifles. WAl not receive i PREPAYMENT OF ONE YEAR'S DUES REQUIRED
$action Assagsment® Make chack payable t6 AWWA (L3, tiods only}, Mo aclion can ba laken on this application unlil
Q st a visA T8 payment is received.
, . erCand ond tnvoice
HMult-Bection Opiont Q Amascsn Exp Duos i through Dasember 31, 2002
TOTAL BUE & Card Ng, Exp. Usla
*Sevion Assesseerd - AWWA has 43 foos! seclions, ADDREES ALTIVE (02) OPERATIONS [08)  STUDENT [14}
Your seclion Is defermined by your address. Howevaer, Alabama, Misslssipol 20 $20 -
some seelions require aédiiinmzi aﬂmat fgas fo baﬁer Aibera, Manioba, N.W. Tanitordes, Saskalch 1 $10 510 -
sRive Bilt ool i % aro  Caifforla, Nevada 815 - -
enandatory tor appieants with a:t:ir&ises 8% Conneclicul, New Jarsay B¢ » -
shown; Floside, Minneseta, Soulh Camline, Taxas $16 e -
Gaorgia . 528 20 £
Prsogn fnd yotir Seclion Assassment fos In the labls ot :ﬁ;’;;(weslem)- Oregon, Washington g;ﬁ s; -
?gix:;:ﬁr {ha totel or ihe ling resding "Section Maine, Massachusatis, Now Hampshire, Rhnde Island, Yermont 360 S B
) Missourl 36 53 -
New York $5 58 -
Ponnayivenla $i5 55 -

ALL APPLICANTS SHOULD COMPLETE THIS SECTION:
Circle the descriptions below that best describe you. The information is used in eugiis of AWWYA readership. Circie only ONE in each group,

BUSINESS AND INDUSTRY

A, Public Water Supply WHiity-—Municipally Owned

B. Public Water Supply Utitly—Invastor Owned

C. Govarnmental-Federal, State, Locat

0. Congultant

E. Contractor

F. Private Indusirial Systems or Waler Wisdoyaier

G, Manufacturer of Equlpment & Supplies lncluding
Ruprasentaiives

H, Diskritutors of Bquipment & Supplies including
Regraseniatives

1. Educalions baflutions, Facelty and Studenls,
Librarfes, and Other Related Crgardeations

J. Fuily Refired

¥, Research Labs

L. Unreporiod

CHECK FIELDIS) SERVED:

S0 WaterBupsy Only 70 Waslewsler Only
{0 Both 30 Ther

JOB TITLE

A, Execulive-Gan't Mgr., Commissioner, Board
Member, City Mgr., Mayor, President, Vica.
President, Owner, Partnar, Diraclor, oic

8, Management-Division Head, Secion Haad,
Mgr., Chisf Engineer, Compimiler, sl

C. Engineering/non-nanagenal-(idl Engr,, Mech.

Engr. Envir. Engr., Planning Mgr, Fleld Enge,
Sysiams Desigaer, i,

. Scientific/non-manageral-Chemist, Biologlst,
Siaphysicist, Researcher, Analysl, el

E. Purchasing-Furchasing Agent. Prosurement
Speclalist, Buyer, o,

F. Cparatitys-Foremen, Qperajor, Malnlermncn,
Crawman. Service Rep.. elc.

3. Markeling & Salas/non-manageriai- Mkl

Apatyst, Mkl Reg., Salesman, Salas Rep, slc.

F, Other (deseribe)

f. Professode! « Teacher, Educator, aic.

Completion of this Information is opfional.

AWWA maintalns profile data foruse in
developing addiifonal programs and services
o mee! the diverse needs of our membars.
Birth Dalg
i F
Race/Blhnic Menifieation: (Check ong)
2 1 American IndiariMaskan Nalive
0 2 AstsniPactiic-lslandse
£ 3 Afican American
£ 4 Hispanic
O 5 White {(Non-Hispanic)
0 8§ Olher

Gender: {chack one)
QO F Female G M Male

T MULTE-SECTION MEMBERSHIP OPTION i addition ko your own seclion menbership, you may also join other AWWA section(s), This allows you 10 raceive
dorration on avonts and sotiviBies from elher focal sectiony, Y By 1y of ileras! 10 you, call 1-B0G-926-7337 Tor mull-saction information and fees,

Tiws felkywing Ifoamaion i for USPS Standerd class maling requirerments GNLY; In soms AWWA sections, o perion of the gection allatment aqual ta 50 percant or mose of the domastic subsciption
iz charged for thn seciion poradiod wil by aluaged Rl & gohstristion +f that psicdical. Duas aliocaled for each publicalion members receies:; Jowroal $30 MainStmam 55 Oollow 84
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CERTIFICATE OF COMPLETION
ISSUED TO

IN RECOGNITION OF SATISFACTORY COMPLETION OF THE

August 6, 2002 Satellite Teleconference:
“Hardening Targets: Assessing Your Vulnerability ”

SPONSORED BY THE
TEXAS SECTION OF THE

AMERICAN WATER WORKS ASSOCIATION

Approved for Professional Development Hours
OR 4 Contact Hours Credit
OR Continuing Education Units

S

Mike Howe Executive Director
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